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THE TIME AND THE PLACE

ALAN CAMERON
EDITOR IN CHIEF

a military program. A sign on the wall in
the Joint Program Office where the system
came into being during the early 1970s read:
“The mission of this Program Office is to
o drop 5 bombs in the same hole
« and build a cheap set that navigates
« and don’t you forget it!”

The first goal was motivated by a desire to reduce
or eliminate the civilian casualties and collateral
infrastructure damage inherent in armed conflict.

It didn’t take long for strategists to see
beyond precise targeting to further ambitious
uses for precise navigation. Prime among
these was robotic resupply of the front
lines. Any armed force is every bit as much
a logistical enterprise as a fighting one.

Resupply of ships at sea; refueling combat
aircraft in the air; reprovisioning advanced
units in remote, difficult or conflicted terrain.

Now, nearly 50 years later, those visions
have emerged as realities, thanks to the

I n the beginning, GPS was envisioned as

GPS IS ONE OF THE FIRST THINGS
TO BE DENIED OR CHALLENGED
IN COMBAT ENVIRONMENTS.

autonomous potential inherent in GPS/
GNSS. Prototypes have been tested and some
may come online as soon as this year.

Refueling aircraft are considered force
multipliers because they expand the combat
radius of attack, allow patrol aircraft to
remain airborne longer and enable aircraft
to carry heavier payloads. Planes are also
most vulnerable when they land to refuel
themselves; replay the Battle of Midway.

But aerial refueling is a very delicate
undertaking indeed. And to do it
without a pilot onboard the tanker?

Challenging, to say the least.

On June 4, the Boeing MQ-25 T1 test
asset transferred fuel to a U.S. Navy F/A-18
Super Hornet: the first time in history that
an unmanned aircraft has refueled another
aircraft. The magazine cover depicts this.

The MQ-25 stably follows a GNSS-based flight
path while extending its fuel drogue, or boom. The

receiver aircraft, piloted, maneuvers its rigidly
mounted fuel probe into the tanker’s trailing drogue.

In-flight refueling requires sustained, minimal
separation between paired aircraft, as little as 20
feet at airspeeds of, well, the Navy doesn't like
to say, but let’s presume in excess of 200 miles
per hour, at least. Very little room for error.

The delicate feat was achieved using differential
GPS, but—of course—GPS is one of the first
things to be denied or challenged in combat
environments. Therefore different sensor packages
must be readied. Our cover story describes one
of these, a stereo camera vision-based package.

It’s still PNT. And that’s what we’re about.

MORE ROBUSTNESS TO THE FORE. A second
story in this issue, also originating from the
Air Force Institute of Technology, explores
integrity problems that will unavoidably arise
when three or more sensors are employed
on a navigation platform, as will surely be
the case when drones or robotic vehicles are
dispatched into conflicted environments.

GPS/GNSS integrity issues have been studied
and designed against for years. That’s why we have
receiver autonomous integrity monitoring (RAIM).

Integrity for GPS-inertial integrations
is also well understood. But when three
or more positioning sensors are employed,
as is already done in many autonomous
platforms, and there is a disagreement among
them—how do you know which to believe?

MEANWHILE. There’s one more GNSS-driven
autonomous military navigation suite I would
have liked to stuff into this issue, but I don’t have
the full info yet. Believe me, I'm chasing it. If
anyone knows a good source, please contact me.

The U.S. Naval Air Warfare Center used a
Blue Water UAV prototype from Skyways to
develop resupply efforts for submarines and other
ships over long distances, using small UAVSs.

Demonstrations of long-range ship-to-
ship and shore-to-ship cargo transport will
soon get underway at NAS Patuxent River
in Maryland, after customization of the
UAV for the requirements of military sealift
operations. The Blue Water UAV will take
part in additional experiments in the Atlantic
Ocean with the Navy’s fleet in 2021.

Exciting times. [IG
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News from the
world of GNSS

GPS Il launch in June.

Photo courtesy of SpaceX.

Los Angeles Air Force Base, California

M-Code Comes Closer: As Soon as
Latest Launched Satellite Turns On

he U.S. Space Force brought broad-
cast of the modernized encrypted
M-Code signal one step closer to global
availability for authorized military users
with the launch of the fifth GPS III satel-
lite on June 17. In contrast to most GPS
launches, the rocket blast-oft was actually
moved forward from its originally
scheduled date in July. No reason
was given for this break in protocol.
GPS III Space Vehicle-5 (SV-5),
built by Lockheed Martin, brings
the number of M-code broadcast-
ing satellites in the GPS constella-
tion to 24, critical for global access
to the jam-resistant signal. This
number includes earlier GPSIIR-M
and GPSIIF satellites as well as five
of the Third Generation. GPS III
SV-5 will replace one of the early models.
The code will begin broadcasting once
the satellite is operational, which should
be two weeks after launch, according

Ottawa, Canada and Berlin, Germany

to Col. Edward Byrne, senior mate-
riel leader, Medium Earth Orbit Space
Systems Division at Space and Missile
Systems Center (SMC).

SMC plans to orbit 10 GPS III satel-
lites and then update to a follow-on ver-
sion called GPS IIIF.

Full operational use of M-code must
still await full operational capability of
the updating ground control system
OCX, scheduled for Q3 of 2023.

“Digital capabilities will roll in over
the next year to take advantage of the
GPS I1I capabilities,” added Byrne.”That
will allow us to declare IOC [initial oper-
ational capability] for the constellation,”
he said. “OCX and the user equipment
piece do not come online until the third
quarter of 2023; that is when we would
expect to have our initial operational
capability for the GPS enterprise across
across all segments: space, ground and
user equipment.” G

Canada, Germany First Allies to
Receive M-Code User Equipment

he first M-code enabled receiver cards were delivered to a U.S. ally in February
2021. Canada took possession of an unspecified number of Military Code-

See Additional News Stories
at www.insidegnss.com/news

 Beyond GPS: Air Force Rethinks
Position, Navigation and Timing

 Army Funds Research & Development
Small-Sat Payload for GPS-Denied
Nav, Guidance & Control

¢ Galileo EU Defence (GEODE), The
Biggest Galileo Application Ever
Launched

o Anti-Jamming Kits for Dismounted
Soldiers ... and more.

capable GPS receiver cards for the purposes of laboratory and field testing. The “loan,”
in the terms of an official government release, constitutes the first fulfillment of a
U.S. Space Force Space and Missile Systems Center (SMC) three-year multinational
Project Arrangement with partnering nations.

The arrangement, established in close coordination with the Department of Defense,
Chief Information Officer and the Deputy Under Secretary of the Air Force for
International Affairs, became effective in December 2020 when Canada became the
first co-signer of the document. France, Germany, the Republic of Korea and the United
Kingdom are projected to receive Military GPS User Equipment (MGUE) Increment 1
technology. All partnering nations will conduct laboratory and field tests to evaluate the
performance and compatibility of MGUE Increment 1 products with their respective
platforms and share their findings and lessons learned. Australia, Italy, the Netherlands,
and Sweden have expressed interest and intent in joining the agreement later this year.

In late June, BAE Systems, Inc. received the first contract from the Space and Missile
Systems Center’s Space Production Corps to deliver M-Code MGUE to Germany.

The German order focuses on the Miniature PLGR Engine-M-Code (MPETM-M),
the smallest, highest-performance M-Code GPS receiver for ground applications
available today. 6
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his column breaks down the
286-page DHS report written
by the RAND Corporation,
“Analyzing a More Resilient
National Positioning, Navigation, and
Timing Capability.” The document
seems to both complement (no pun)
and contradict the Department
of Transportation’s (DOT) earlier
Complementary PNT Report. It is
unclear how Congress will react to it,
or how it may ultimately impact federal

non-military PNT issues associated
with critical infrastructure.
Interestingly, the FY17 NDAA
requirement was actually fulfilled, at
least from the DOT perspective, by a
DHS report submitted to Congress in
April 2018: the Report on Positioning,
Navigation, and Timing (PNT) Backup
and Complementary Capabilities to the
GPS National Defense Authorization
Act Fiscal Year 2017 Report to
Congressf3f3. That report found:
* GPSISNOT THE ONLY SOURCE OF

budgets and programs.

PNT: Nothing to See?

A Department of Homeland (DHS)-chartered May 2021 report concludes
that PNT threat and resilience concerns are not as dire as some have made
them out to be, and that funds for backup could be spent elsewhere. Why
this runs counter to other recent government reports is not clear, nor is

the fallout from this divergence of Congressionally mandated views. The
Department of Transportation has distanced itself a bit from this report by
the RAND Corporation—and even its issuer, the DHS, seems to have done so.

DAWN M.K. ZOLDI (COLONEL USAF, RET.)

Dawn M.K. Zoldi

" (Colonel, USAF, Retired)
isalicensed attorney
and a 25-year Air

. : Force veteran. She

is an internationally recognized expert on
advanced technology law and policy, a recipient

of the Woman to Watch in UAS (Leadership) Award
2019, and the CEQ of P3 Tech Consulting LLC.

Late to the Party?
In §1618 of the Fiscal Year 2017
National Defense Authorization Act
(FY 17 NDAA), Congress required
a timely, full, and joint DHS, DOT
and the Department of the Defense
(DOD) study “to assess and identify
the technology-neutral requirements
to backup and complement the
positioning, navigation, and timing
capabilities of the Global Positioning
System for national security and
critical infrastructure.” This was
supposed to be due no more than one
year after the date of enactment.
Three and a half years after the
deadline, RAND, a nonprofit,
nonpartisan, public-interest research
organization, which runs the DHS’
Homeland Security OperFational
Analysis Center under contract,
published this “partial response.”
While the DOT supported the
effort, the DOD did not. As such, the
report solely focused on domestic

PNT DATA. Other sources are
available for purchase, and include
alternate space-based systems and
constellations, terrestrial beaconing,
time-over-fiber, cellular and wireless
signals, and local terrestrial systems.
APPLY PNT PRINCIPLES. Whatever

the PNT source, users must apply
the principles found in Executive
Order 13905, Strengthening National
Resilience Through Responsible
Use of Positioning, Navigation, and
Timing Services.

NO INCENTIVES FOR NON-GPS PNT.
Unless non-GPS PNT sources are
free/low-cost or provide a unique
benefit deemed valuable by the

user, there is no reason to assume
users will adopt new non-GPS PNT
sources more widely than they have.
MANY SECTORS RELY ON PNT.
Disruption would cause significant
costs, delays, or degradation of
functions and service.

SECTOR NEEDS DIFFER. Some sectors
require very precise timing, while
in others position and navigation
precision is more important.
CHOICES WILL CAUSE ANY FAILS.
Critical infrastructure that ceases

to operate due to GPS disruptions
will do so because of design

choices associated with a lack of
information, cost, efficiency, and
other considerations—not because
of a lack of available options.
DECONFLICTION NECESSARY. New
non-GPS PNT systems that are
designed without considering
existing PNT systems may simply

14 InsideGNSS
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compete with existing systems rather
than fill perceived backup gaps.

* NOONESOLUTION. No single PNT
system, including GPS, can fulfill all
user requirements and applications.

* PUBLIC-PRIVATE DEVELOPMENT
NEEDED. Position and navigation
backups must be application-
specific, developed in coordination
with industry owners and operators.

* TIMING IS THE EASIEST PROBLEM
TO SOLVE. Timing requirements
are simple, with a minimal
acceptable precision of anywhere
between 65-240 nanoseconds.

That same earlier FY17 Report
made these four recommendations:

* TEMPORARY GPS DISRUPTIONS:

End users should be responsible
for mitigating temporary

GPS disruptions. The Federal
Government can facilitate
mitigation for various critical
infrastructure sectors, but should
not be solely responsible for it.

* PNTDIVERSITY AND
SEGMENTATION: Adoption of
multiple PNT sources will diffuse
the risk currently concentrated in
wide-area PNT services such as GPS.

¢ SYSTEMDESIGN: PNT systems
must be designed with inherent
security and resilience features.

* PURSUE INNOVATION THAT
EMPHASIZES TRANSITION AND
ADOPTION: Incorporating PNT
signal diversity should take into
account factors such as business
case considerations, financial
costs, technical integration,
and logistical deployment.

What's New?

This newest RAND report doesn’t

add much other than to cast a bit

of doubt on the extent of monetary
impacts that a GPS outage will actually
have on critical infrastructure.

Real Risks. Overblown Impacts?

The RAND report validated that
various threats could destroy, deny,
or trick GPS signals. On the one end
of the spectrum, acts of war can erupt
into state-level nuclear exchanges.

Extreme space weather events can
impact space systems. Both would have
large scale to catastrophic effects. On
the other end, localized GPS jamming
or spoofing, whether negligently or
intentionally caused, would likely
have localized and short-lived effects.
Other natural or intentional events

of varying scope and duration, such
as PNT terrorism, computer system
failures, or simple communications
breakdowns remain in the realm of

" Potential losses
from GPS disruption
nationwide, on a daily basis,
range from a low estimate
of $785 million to a high
value of $1,318 million.”

2021 DHS/RAND Report

the possible. Similarly, PNT and GPS
back-ups could also be vulnerable

to these and other threats, such as
terrestrial systems which seem more
susceptible to physical attacks.

While acknowledging that
insufficient data exists “to make
defensible probability estimates,” the
report nevertheless concludes that, aside
from unfathomable nuclear holocaust,
virtually all other GPS disruption or
loss scenarios would have small-scale
impacts lasting only a few days. Only a
geomagnetic storm implied economy-
wide disruption. Even this, the report
says, would last for only a few days.
Major assumptions on the short-
lived nature of these impacts include
that law enforcement would catch
perpetrators of intentional acts and
that already-existing complementary
tech, old fashioned pre-GPS practice,
and/or steadfast American gumption
would keep the economy grinding on.

Hundreds, Thousands of Millions in Losses
Estimated economic costs resulting
from the varied threats to PNT

from a nationwide outage, “range,

on a daily basis, from a low estimate

of $785 million to a high value

of $1,318 million.” Based on 2018

rates, likely nation-wide aggregate

losses by economy sector, in

millions of dollars per day (unless

otherwise noted), follow:

« Consumer Based-Location Services
(cell phones and apps)—$94M;

» Commercial Road
Transport—$141M

» Emergency Services—ranges from
$11M to $72M with median at $32M

o Agriculture—ranges form $42M
to $514M based on time of year;

o Construction—$24M;

o Surveying—$7M

« Aviation—$6M

+ Railway—$100,00

« Telecommunications—$40M (day
1) up to $456M (after 30 days);

» Electricity Generation/
Transmission—$9M

» Finance—$9M;

« Port Operations—$224M,
aggregate 30-day outage $6.7B

+ Mining—$32M

« Oil & Gas Exploration—30
day outage $1.5B
Estimates drop by orders of

magnitude when one makes reasonable

assumptions about alternate available

systems and the projected short

duration of any PNT outages.

So Many Alternatives

According to the findings, many

alternative sources and technologies

already exist to increase national PNT
resilience and robustness. No one-
size-fits-all solution exists because
users have different needs, such as:

« Precision Timing on Networks—
modern communication networks,
including financial networks and
electrical power networks, need
a common time standard for
tightly synchronized operations.
Examples include emergency
services Land Mobile Radio
systems and Financial Services
high-frequency trading networks.

» Moderate-Accuracy Positioning
of People and Road Vehicles—
typically on smartphones and
similar devices, used by the
public and many commercial
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FIGURE 1: Sketch of the
National PNT Ecosystem from
the 2021 RAND/DHS Report.
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industries for directional, logistical
and similar applications.
High-Accuracy Positioning

of Equipment—for surveying

and the guidance of expensive
equipment for construction,

mining, drilling, or agriculture.
High-Reliability Positioning in
Aircraft Landing—required in
vertical position accuracy
Low-Accuracy Positioning of
Aircraft and Ships En Route—
needed in wide-area coverage
possible far from shore or land
Alternatives for these needs run the
gambit of other wireless PNT signals,
RF “signals of opportunity” (like Locata
which is used over defined areas, such
as ports and mines, where GPS recep-
tion might be unreliable or impossible),
wireless time signals, wired time sig-
nals, user equipment-based solutions
and PNT resilience technologies. These
solutions can cross user-need catego-
ries. Many of these alternative PNT
technologies or supplemental systems
already exist but have not been widely
implemented; others are in earlier stages
of development (see Figure 1).

Of all of these, the report locks onto
“one seamless backup for GPS”—other
GNSS constellations that use similar
signals in the same radio band, such as

Galileo, GLONASS and BeiDou. That
said, the U.S. prefers not to depend
on adversary sat systems. That leaves
Galileo, which itself experienced a
significant outage in December 2020.

Threats Don't Justify Backups
Cost drivers for complementary tech
include new space infrastructure,
new terrestrial infrastructure in
covered areas, and individual user
costs to utilize for PNT. Other
than stating, “even costs of tens to
hundreds of dollars per user could
add up to substantial costs over
relevant user bases,” the report
outlines no other dollar figures for
these “costly” systems (possibly
because detailed cost estimates for
potential alternative PNT systems
are proprietary to various firms).
Yet it concludes, “If the costs of
a national GPS disruption are at
most in the tens to hundreds of
millions per day—and if any single
backup system would mitigate only
a portion of those costs—then the
risk does not justify more than
modest government investment
in any single backup system.”

Take jamming in an urban area,
as an example. To have more than
a localized effect, someone would

have to intentionally stage a large
number of jammers of different
levels of power and reach around
the city to disrupt GPS. More
than a hundred such local attacks
per decade would be needed to
match the costs of the cheaper
alternative PNT systems to hedge
against this possibility. “Given
the complete absence of such
attacks to date,” the report notes,
“the threat of such attacks does
not come even close to justifying
investments in the backups
or alternatives we examined.”
Spoofing, on the other hand, can
be readily detected in any sensitive
applications through integrity
monitoring, in RAND’s opinion.
So, what’s the plan? The report
outlines four cost-effective measures
the feds could implement:
« Information sharing and standards
for hardening or quality monitoring
for those systems now relying on
GPS—the federal government should
share information with the locals
Expansion of law enforcement
authorities focused on GPS
jamming—make it painful
for criminals to do this by
allowing fines that could be
recycled back into buying or
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maintaining resilient systems

« Timing-only backup through
fiber/FirstNet, eLoran, or Satellite
Time and Location (which uses
the Iridium constellation)

« Expansions of economically
successful but geographically
limited systems offering high
performance (whether 5G, MBS,
or other) in neglected areas.
Additionally, maintaining “time-

proven, robust fallbacks” to PNT,

keeping diverse and dispersed PNT
capabilities in the national PNT
ecosystem, and designing non-GPS
reliant systems are also essential.

Diverging Points of View

This latest RAND Report doesn’t

deviate much from DHS’ FY17 Report,

at least from a wave-top standpoint.

However, when you compare it to

DOT’s Complementary PNT Report,

the conclusions diverge when it comes

to toughening PNT. The breakdown,
according to Karen Van Dyke,

Director of DOT OST-R’s Office

of PNT & Spectrum Management,

who contributed information to

the RAND report, when it comes

to PNT resiliency, follows:

o Protect: GPS/GNSS Performance
Monitoring and Interference
Detection. DOT agrees with
the RAND report on the
need for an interference/
threat detection capability.

+ Toughen: GPS signal authentication
and cyber-resilient user equipment.
DOT considers this capability to
be important, while the RAND
report appears to minimize the
likelihood that these are threats to
GPS that need to be addressed.

+ Augment: through complementary
PNT service. The Office of the
Assistant Secretary for Research
and Technology at US DOT,
through work authorized and
funded under the FY 2018
National Defense Authorization
Act (NDAA), has demonstrated
mature PNT technologies that
complement and could provide
a backup to the GPS service

in case of a major disruption.
Many of these technologies are
already commercially available to
owners and operators of critical
infrastructure. During federally
funded research demonstrations,
these technologies and their vendors
displayed significant potential to
mitigate the risks faced by users
who rely exclusively on GPS/
GNSS services. This finding largely
aligns with the RAND report.
VanDyke also points out that, in
contrast to the RAND report, DOT

""The biggest challenge
is to build a dual-use open-
systems architecture (OSA)
with open, non-proprietary
interfaces that sets the
foundation for a PNT
ecosystem. Folks are just
starting to look at this now.”

Dr. Mikel Miller, Vice President for PNT Technologies at
Integrated Solutions for Systems

believes there is an important role that

the federal government, in particular

DOT, needs to play with respect to:

« Development of safety-critical
PNT requirements and standards
for transportation services.

« Development of a PNT vulnerability
and performance testing framework
of demonstrated and suitable
complementary technologies.

« Development of PNT performance
monitoring capabilities to
ensure PNT services provide
operational resilience and achieve
safety-critical standards.

Dr. Mikel Miller, Vice President

for PNT Technologies at Integrated

Solutions for Systems (I1S4S), former

Air Force (AF) Senior Scientist

(ST-00) for PNT Technologies for

the AF Research Laboratory, and

current program manager for USAF’s

Resilient Embedded GPS INS (R-EGI)

project, agrees that no one-size-fits-

all GPS alternative solution exists

and that the feds should play a role.

“While there are a lot of
complementary PNT technologies
out there,” says Miller, “many have
not been employed because they
are too difficult to integrate into
existing proprietary systems. The
biggest challenge is to build a dual-
use open-systems architecture
(OSA) with open, non-proprietary
interfaces that sets the foundation
for a PNT ecosystem. Folks are
just starting to look at this now.”

This PNT ecosystem will
enable 3rd-party developers to
plug-and-play their applications
and sensors into future PNT air,
space, ground, or sea systems—
which is directly in line with the
Army’s Modular Open Systems
Architecture (MOSA) approach.

According to Miller, who
is also past President of the
Institute of Navigation, the
optimal solution may be for the
government to own and maintain
the integration architecture
and allow industry to develop
solutions to literally plug into it.

Not only has DOT distanced
itself a bit from this RAND Report,
incredibly, even DHS seems to have
done so. Right up front, the RAND
report states, “The results presented in
this report do not necessarily reflect
official DHS opinion or policy.”

As mentioned, the DOD did
not contribute, nor has it not
provided its own final assessment
on PNT. Instead, the Government
Accountability Office (GAO) has
recently indicated that DOD needs
to do more work to address PNT
alternatives (reported online at
insidegnss.com/usg-accounting-
office-faults-defense-dept-
efforts-on-alternative-pnt/).

In the meantime, it would be great if
DHS, DOT and DOD would actually
get together and provide one true joint
assessment as Congress directed. Only
then can we truly know whether or
not there is something to see, when it
comes to PNT, in terms of vulnerability
and the need for backup. 1@
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How to mitigate a spoofing signal
while tracking it for intent analysis?

GNSS Solutions is a reqular column
featuring questions and answers
about technical aspects of GNSS.
Readers are invited to send their
questions to the columnists,

Dr. Sam Pullen and Dr. Di Qiu,

who will answer them or select
other experts to do so.

CHUN YANG AND ANDREY SOLOVIEV
QUNAV

DI QIU is a senior
research engineer at
Polaris Wireless. She has
been involved in many
aspects of positioning
algorithms and location-
based applications,
including GNSS algorithm
development, indoor localization, sensor
fusion, signals of opportunity, GIS-based
map-matching, location-based security
and location profiling using machine
learning. She has a Ph.D. in aeronatuics
and astronautics from Stanford University.
E-mail: dgiu@polariswireless.com.

Ina GNSS spoofing attack, a terrestrial radio transmitter mimics GNSS signals at
a greater signal strength than the actual system can transmit. In order to detect
and mitigate a spoofing attack, it is important to know where a spoofing signal
comes from and what it tries to accomplish for its ultimate neutralization.

A spoofing attack attempts

® to fool a GNSS receiver

@ cither by rebroadcasting
genuine signals that are captured
elsewhere or at a different time (a
masking beacon or meaconing) or
by broadcasting fake GNSS signals
that are created to look like authentic
GNSS signals (smart spoofing). A
spoofer intends to mislead a GNSS
receiver to use the spoofed signals
as normal to produce a position fix
at some place other than where it
actually is (position-push) or to be
where it is but at a different time
(time-push) without knowing it.

A successful single-channel spoofing
attack implemented is annotated in
Figure 1, where the blue peak is the
correlation with the authentic signal,
the red peak is the correlation with the
spoofing signal, the red dots represent
the early, prompt, and late correlators,
and the red arrows indicate how the
spoofing signal gets close to and then
moves away from the authentic signal.

What does a spoofer need to know
to be successful? The spoofer has to
know the target receiver well in time,
position, and frequency in order
to get into its capture window. The
receiver has to be indifferent, that
is, assume that the received signals
are clean without questions asked.

What Makes a GNSS Receiver

Vulnerable to Spoofing?

The vulnerability of a conventional
GNSS receiver to spoofing stems

from its design premise to track a
single signal per satellite. Typically, a
GNSS receiver uses three 1-ms long
correlators in tracking having a 3 dB
resolution of +% chips (150 m) in time

and +500 Hz in frequency. The code
error discriminator in a delay lock loop
(DLL) has a non-ideal responsiveness
(not a Dirac delta function). Any signal
that falls within a resolution cell, the
capture window, as illustrated in Figure
2(a) can be “felt” by the receiver. As
a result, the contribution to the total
correlation values by a spoofing signal,
just like multipath, biases the authentic
signal estimates, leaving a door open
to an encroaching spoofing signal.
Clearly, the early-prompt-
late correlator architecture of a
conventional GNSS receiver has a
signal capturing window that is not
narrow enough to reject any harmful
signals. It is not wide enough, either,
to spot any spurious signals that pop

3 point tracking by a conventional receiver, +300 m|
Correlation with

i
Correlation with spoofing signal
true signal

B|

Sneak the spoofing signal toward the true signal
while gradually increasing its power

Spoofing signal
counterfeits the
true signal in time,
phase and frequency

3 point correlators

indiscriminatorily
process spoofing and
true signals

— Spoofing sighal overpowers
the true signal

Correlation with Correlation with
_ spoofing signal true signal

1

Spoofing signal hijacks a myopic correlator

- — i Correlation with
orrelation wi = true signal
spoofing signal

FIGURE1 An annotated spoofing attack
process (from Reference [3]).
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up over the horizon. In other words,
this “myopic” architecture cannot
“see” beyond +1.5 chips as shown in
Figure 2(b). Except for in the initial
acquisition mode, it has no way to
detect the presence of a spoofing
signal until it is too late, that is,

the bad influence has already been
exerted. This “myopic” architecture
is the root cause of vulnerability of
conventional receivers to spoofing.

Spoofing Detection, Mitigation,

and Tracking

There are many techniques for post-
factual detection of spoofing along the
signal processing chain. Notably is the
chip transient analysis that can detect
the distortion in chip shape caused

by overlapped spoofing and authentic
signals with a protection level of a
fraction of chip at the 30-m level.

The presence of a spoofing
signal cannot eradicate the
existence of an authentic signal
even though it may overpower it.
If a spoofing signal always aligns
itself to the authentic signal, no
harm is done. When a spoofing
signal captures a receiver and
pulls away, two correlation peaks
will emerge in the time-frequency
domain. This observation has
been used for spoofing detection.

The use of a larger surveillance
space (panoramic) eliminates the
potential risk of conventional
myopic tracking loops, thus
detecting the presence of spoofing
signals before they become
dangerous. The idea was the basis
of the Auxiliary Peak Tracking
(APT) method and the All Signal
Acquisition Processing (ASAP)

scheme. The latter goes one step
further not only to mitigate the
effect of spoofing on the authentic
signal (electronic protection)

but also to track the spoofing
signals and use the spoofed
solution for spoofing intent
analysis (electronic support).

Spoofing Angular Estimation and

Localization

The best way to mitigate spoofing

is to prevent it from getting into

the tracking and measurement

generation processes of a GNSS

receiver. From the time-domain

waveforms, it is rather difficult to

discern a spoofing signal from an

authentic signal if they are off only

slightly in time, frequency, or phase.
However, a spoofer cannot

conceal its own physical presence.
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More Accurate Angular Estimate. (f) Pseudospectrum of MUSIC for 1st Signal in 2nd Signal Nullspace: More Accurate Angular Estimate.
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It has to counterfeit all satellites in

view in order to push the position
solution of a target receiver to the
intended spoofed-to location. Yet,
it is costly and even impractical
for a spoofing system to place
many transmitters around and
above a target receiver to emulate a
constellation. The spoofing signals
are likely to be emanated from a
limited number of directions.

A powerful way to discriminate
against a spoofer is to exploit its
spatial information, i.e., the angle
of arrival (AOA). An antenna
array can be used to steer a null
in the direction of a spoofer so
as to significantly reduce, if not
completely eliminating, the influence
of spoofing on authentic signals.

The AOA estimates to the
spoofer used for spoofing detection
and mitigation can be exploited
advantageously for spoofer localization
via triangulation from several
distributed detectors or by one moving
along a trajectory having a large
angular extent over the spoofer. This
provides an effective electronic support
to ultimately neutralize the spoofer(s).

Correlated Spoofing: Forward and
Backward Smoothing
Both GNSS authentic and spoofing
signals are below the noise, which are
“picked up” from the noise first by
despreading correlation. An obvious
benefit of such a post-correlation
approach is its ability to exploit
AOAs to differentiate the authentic
signal from spoofing signal even
when their energy peaks coincide
in the delay-Doppler domain.
Instead of having a code and
carrier tracking loop for each array
element, the master-slave architecture
only implements one tracking loop
for a reference antenna (the master
channel), and the code and carrier
replicas from the master channel are
used to drive the remaining antennas
(the salve channels) so as to maintain
the coherence across the array. The
complex correlators contain the
spatial information about both the
authentic and spoofing signals that

are used for angular estimation.
A spoofing signal is mitigated by
generating a null in its direction
while preserving the authentic signal
in the main beam, thus closing the
tracking loop for the master channel.

The multiple signal classification
(MUSIC) algorithm is widely
used for high-resolution angular
estimation with an antenna array
and has been applied for spoofing
detection and mitigation. However,
there is a technical complexity in
that the MUSIC algorithm does not
perform well with correlated signals,
which is the case when a spoofing
signal gets close to an authentic
signal in time, frequency, and
phase. A popular method to address
this problem is to decorrelate the
signals via forward and backward
smoothing (FBS). Intuitively, two
identical sinewaves are coherent.
If they are off in phase by 90
degrees, their cross-correlation is
zero and the two coherent signals
are effectively de-correlated.

To illustrate the effect, consider
the following example with a seven-
element controlled reception pattern
antenna (CRPA) receiving two signals
from the two directions with azimuth
and elevation (¢,, 6,) = (45°, 30°) and
(¢,, 6,) = (135° 70°), respectively, and
both with SNR = 10 dB. The angular
search spacing is 0.5° from 0° to 90° for
elevation and 0° to 360° for azimuth.

Figure 3 shows the image (left) and
surface (right) of the pseudospectrum
of MUSIC or FBS-MUSIC where the
peak location provides an angular
estimate for uncorrelated signals
(a-b) and correlated signals (c-d).

Correlated Spoofing: Nullspace Projection
An alternative way to deal with

two correlated signals is to separate
them via projection to each other’s
null space. Assume that the array
output x(#) contains two signals

s,(t) and s, (t) in directions a and b,
respectively, buried in noise n(t) as:

x(7) = sq(f) a + sp(f) b + n(7) (1

By projecting x(t) onto the nullspace
of s,(t) in direction a via the

orthogonal projection matrix P ,=
I - aa"/(a"a) such that P, a =0, we
obtain the projected signal as:

22() =Prax(H) =sp(f) PLab+Pian(?) (2)

which removes a yet retains b.
Similar operation can be carried
out by projecting x(t) onto the
nullspace of s, (t) in direction b via
P, =1-bb"/(b"b) (P,,b=0)as:

7%(t) = Pip x(¢) = sa(t) Py a + Pip n(f) (3)

In this way, the two signals in x(?)
are spatially separated into z,(¢) and
z,(t) without the influence of one
on the other. We can then estimate
the directions a and b and track the
signals s,(t) and s, (t), respectively.
Consider the same example
with two identical complex signals
at (¢,, 8,)= (45° 30°) and (¢,, 6,)
= (135°, 70°), respectively, with
lower SNR = 4.8 dB. Figure 4(a)
shows the image and surface
plots of the pseudospectrum of
FBS-MUSIC. The FBS-MUSIC
detects the two correlated signals,
but their angular estimates are
biased as (¢,, 8,) = (32.00°, 25.50°)
and (¢,, 0,) = (133.50°, 64.50°).
Figure 4(b) shows the image and
surface plots of the pseudospectrum
of MUSIC applied in the nullspace
of the first signal whose direction is
known with an offset of 1°. After the
projection nullifies the first signal,
the second signal is detected with
a more accurate angular estimate
as (¢,, 0,) = (133.00°, 74.00°).
Similarly, Figure 4(c) shows the
pseudospectrum of MUSIC applied
in the nullspace of the second signal
using the direction estimate (¢,,
0,) from the previous step. After
the projection nullifies the second
signal, MUSIC detects the first signal
again with a more accurate angular
estimate as (¢, 0,) = (43.00° 30.50°).
As shown in Figs. 3(d) and
4(a), FBS-MUSIC can work with
correlated signals but may produce
biased angular estimates. To further
investigate, again consider two
identical sinewaves with SNR = 6 dB,
which have different elevations of 5°
and 75° but the same azimuth of 155°.
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FIGURE5 Projection-Based Method for Angular Estimation of Correlated Signals and Tracking.
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Figure 4(d) shows the
pseudospectrum of FBS-MUSIC,
which has a dominant peak and a
second elongated peak at (azimuth,
elevation) = (194°, 9°) and (154°,
64°), respectively. Clearly, the
angular estimates are biased.

Alternatively, we can project the
array output to the nullspace of
the first signal and then estimate
the second signal and vice versa.

An angular error of 1° is added to
construct the nullspace projection
matrix at (156° 6°). The resulting
pseudospectrum of MUSIC is shown
in Figure 4(e), which leads to a more
accurate angular estimate of (156°, 78°).

Similarly, construct another
nullspace projection matrix at the
angular estimate of (156°, 78°) of
the second signal and then estimate
the first signal. The resulting
pseudospectrum of MUSIC is shown in
Figure 4(f), which leads to an angular
estimate of (150°, 6°). Clearly, the
angular biases are largely removed.

Spoofing Signal Tracking and Angular
Estimation for Localization

In GNSS applications, we start with
no spoofing so a GNSS receiver

can obtain good AOA estimates

of authentic signals in view. The
AOA of each authentic signal is

used to form a beam toward the
GNSS satellite for tracking in a
master-slave architecture on one
hand, and to construct a projection
matrix with a null toward the
satellite on the other hand. In the
satellite’s nullspace, spoofing can be
detected if present and its AOA is
estimated, as illustrated in Figure 5.

In parallel, the AOA estimate
of spoofing is used to steer a null
toward the spoofer for tracking in
the master channel on one hand, and
to construct the projection matrix
onto the nullspace of the spoofer for
authentic signal tracking and AOA
estimation on the other hand.

In this way, the spoofing signal
is prevented from getting into the
master tracking channel but left
intact at the master-slave correlator
outputs for its angular estimation
and localization via triangulation.
A tracking loop similar to that for
the authentic signal in Figure 5 can
be configured to track the spoofing
signal and obtain a spoofed navigation
solution for spoofing intent analysis. [
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Real-Time Automated Aerial Refueling

with Stereo Vision

Overcoming GNSS-Denied Environments
In or Near Combat Areas

In-flight refueling requires sustained minimal separation between paired aircraft with little room

for error. In or near combat zones, wide-area GPS-denial or spoofing means that an GPS-independent
system must be available. Regardless of the selected sensor package, a common set of properties must
be satisfied to facilitate mid-air docking: a high degree of accuracy, precision, and integrity.

JAMES ANDERSON, JOEL MILLER,
XIAOYANG WU, SCOTT NYKL, CLARK TAYLOR
AND WARREN WATKINSON

U.S. AIR FORCE INSTITUTE OF TECHNOLOGY

t 0400 hours, a manned surveil-
Al{ance aircraft has been in the air
or several hours. It approaches
a refueling tanker, closing in for dock.
Onboard the unmanned tanker, a com-
puter automates the boom, maneuvering
it to dock with the receiver—the trailing
aircraft acquiring fuel from the tanker.
Now fully refueled, the surveillance air-
craft remains airborne and vigilant.
This scenario may be closer to reality
than one may think. In June 2021, an
unmanned MQ-25 Stingray successfully
refueled a Navy Super Hornet. As simple
as the scenario might seem, there are
several factors required for successful
automation of aerial refueling (AAR).
In the June Navy Stringray scenario,
the autonomous MQ-25 tanker was
equipped with a U.S. Navy drogue. This

drogue is essentially a basket extending
from the tanker’s rear via a fuel hose. The
F/A 18 Super Hornet, a manned receiver,
was responsible for approaching this bas-
ket and maneuvering its rigidly mounted
fuel probe into the tanker’s trailing
drogue. Once docked, fuel transfer com-
menced. The MQ-25 is capable of flying
via a GNSS-based flight path and gener-
ally holds a stable path while a receiver is
attempting to dock with its drogue.
In-flight refueling requires sustained,
minimal separation between paired air-
craft with little room for error. In prior
demonstrations, this has been achieved
using differential GPS, but many differ-
ent sensor packages could be employed
with varying tradeoffs. Regardless of the
selected sensor package, a common set of
properties must be satisfied to facilitate
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midair docking: a high degree of accu-
racy, precision, and integrity.

Our research focuses on a tanker-
centric stereo vision system for determin-
ing relative navigation between the tank-
er and receiver. Adding a vision-based
system introduces several advantages.
A second sensing system in addition to
GNSS can be used for ensuring integrity.
Fusing the GNSS and vision-based inputs
may lead to improved performance over
either individual system. Since refueling
occurs near combat zones, if wide-area
GPS-denial or spoofing occurs, employ-
ing an independent vision-based system
allows refueling operations to continue.

A visual relative navigation approach
also has some distinct advantages over
a GNSS-based approach. To obtain
cm-level accuracy or better, differential
GNSS-based methods require constant
communication and information shar-
ing between the tanker and receiver.
This implies modification of the receiver
to enable AAR based on GNSS. A stereo
vision technique modifies the tanker
only; we assume no modification to the
receivers. While the number of possible
receiver aircraft is very large, the number
of tanker aircraft is comparatively few.
Therefore, the stereo vision approach
may be easier to deploy and lower-cost to
maintain than a GNSS-based technique.
In addition, modern tankers are often
already equipped with a stereo vision
system to assist the human refueler,
minimizing the quantity of new external
equipment required for this approach.

Despite these advantages, the refuel-
ing receptacle on a receiver aircraft is
only a few centimeters in diameter but
approximately 25 meters from the ste-

reo cameras, requiring extremely high
relative navigation accuracy to guide
the boom. Additionally, we desire our
approach to be completely independent
of any GNSS system, adding redun-
dancy and resiliency to the refueling
system. Because refueling is a dynamic
situation, any algorithm to automate
mid-air docking must run in real-time.

Designing a system to meet these
constraints requires innovations in
several areas, including computer
vision, machine learning, and parallel
computing. In addition, verifying the
system performance presents a unique
challenge. Conducting real-world tests
involving actual tanker and receiver air-
craft is costly and time-prohibitive. As
a starting point, virtual environments
can be used to accurately simulate and
verify the algorithm, as the truth data
is known. Beyond virtual-only simula-
tions, smaller scale real-world tests are
also possible; however, knowing the

truth data becomes more challenging.
As stated, any automated refueling
algorithm must be accurate within a few
centimeters, requiring a truth system
with millimeter-level accuracy.

Approach

Our pipeline for estimating the receiver’s
pose (position and attitude) relative to the
tanker while meeting these constraints,
is shown in Figure 1. The pipeline con-
sists of several components, some of
which are standard image-processing
steps (black solid lines), and some that
have been customized to adapt to vari-
ous aspects of AAR (red dashed lines).
Before flight, preprocessing steps, includ-
ing calibrating the stereo camera system
and generating the reference point cloud,
are performed. The first step of the algo-
rithm is to acquire a pair of stereo images
from 4k cameras in gray-scale. Stereo
block matching (SBM) can be used to
match similar pixels in the left and right

~—— Automated Aerial
N\ Refueling Pipeline
{Iterative Closest Point (ICP)
Stereo GPU Paralielized
Image i
Acquisition ¥ | Neighbor

Closed-loop Augmented PN
Reality w/ Truth K

Truth Pipeline

FIGURE2 LEFT: An improperly converged red point cloud due to boom occlusions; note the spurious yellow point lying on the boom—these
cause the errors. RIGHT: a properly converged red point cloud onto yellow sensed point cloud; the yellow sensed points on the boom have
been filtered out.
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images. The difference between the
matches, or disparity, is used to reproject
these 2D points into 3D space, form-
ing a sensed point cloud of the receiver.
(Figure 5 shows a sensed point cloud from
an approaching receiver aircraft.) This
sensed point cloud intrinsically encodes
the pose of the receiver relative to the ste-
reo camera system.

Optionally, the captured images can
be fed into a convolutional neural net-
work (CNN) trained to detect the crop-
ping area of the receiver. This procedure
allows the next step, SBM, to only evalu-
ate pixels belonging to the aircraft; in
our experiments this enhancement
provides an 11x decrease in SBM com-
putation when using 4k cameras.

However, one cannot directly extract
the receiver’s relative pose without fur-
ther computations. To extract the relative
pose from the sensed points, we employ
point registration, specifically Iterative
Closest Point (ICP). This process registers
a reference point cloud onto the sensed

FIGURE3 Virtual simulation of motion capture system. The top left

point cloud which computes the relative
rotation and translation between the
receiver and stereo cameras: [R3x3. t3x1].

The reference point cloud is generated
a priori from the known geometry of the
receiver’s airframe as shown in Figure 4.
To automate selection of the correct ref-
erence point cloud, we employ CNNs
to classify an approaching receiver and
select its corresponding reference point
cloud for the point registration process.
Figure 6 shows a red reference point
cloud registered onto a yellow sensed
point cloud. Similarly, the right of Figure
2 shows a properly registered reference
model lying on top of a sensed yellow
point cloud. In turn, the sensed yellow
point cloud is lying upon the surface of
the receiver’s actual airframe indicating
a good reprojection of sensed 3D points.
When all three align, our algorithm is
functioning as designed. In the case of
a simulation or virtual world, we know
the pose of the actual receiver, so we
can directly quantify the errors result-

inserts are images captured from real cameras in the MCS. The
bottom images are virtual renderings using the same attributes of the
real cameras (labeled on the left axes). The sensed points in yellow
and the reference points in red depict the estimated pose. They lie

on the virtual rendering of the aircraft, which is positioned using the

truth pose obtained form the MCS.

FIGURE5 A point cloud sensed by the tanker’s stereo cameras.

ing from the stereo sensing and point
registration.

To verify the algorithm produces
an acceptable output, the algorithm’s
sensed pose is compared with the truth
pose. To collect accurate truth data, we
have developed a closed-loop augment-
ed reality environment. First, a mo tion
capture system (MCS) shown in Figure
3 provides the pose of the receiver. This
pose is with reference to the MCS, so the
virtual representation requires an offset
to line up with the truth. This offset is
determined via a novel use of the Gauss-
Newton optimization technique.

Preprocessing Calibration

Possibly the most critical issue for obtain-
ing accurate pose estimates is ob taining
a precise intrinsic and extrinsic camera
calibration. The intrinsic calibration
matches the mathematical pinhole model
to real camera attributes, accounting for
properties such as focal length, lens dis-
tortion, optical center, and image resolu-

FIGURE4 Full reference model (left) and shelled reference (right).

FIGURE6 A reference point cloud (red) corresponding to sensed point

cloud (yellow).
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FIGURE7 Realimage segmentation with a CNN. The green box indicates
the truth bounding box and the purple depicts the CNN's prediction.

tion. The extrinsic calibration enables us
to precisely determine the stereo camera
baseline (horizontal distance between
the cameras) and relative orientation
between the left and right cameras. Once
both the intrinsic and extrinsic param-
eters are known, we can un-distort
and rectify image pairs and re-project
matched features found in both the left
and right images into 3D points. These
3D points form the yellow sensed point
cloud shown in Figure 3. Note that per-
forming calibration is a well-studied field
and we utilize algorithms already imple-
mented in OpenCV.

Reference Point Clouds

To estimate pose using a sensed point
cloud, a reference point cloud of the
receiver must be present to align the
sensed point cloud with. Because we
assume the type of aircraft being refu-
eled is known, we assume a point cloud
of the receiver can be created a-priori.
In addition, because the receiver will
essentially be observed from one per-
spective—above and in front of the
receiver—we can reduce the reference
model to include only points which can
be seen from the refueling point of view.
The result is a shelled reference model.
In Figure 4 the full set of points is shown
next to the shelled reference model. As
seen in the top pairs, the point clouds
look very similar. However, in the bot-
tom images, several points located on
the side of the aircraft appear in the left
image but not the right image. From
the point of view of the tanker, these
points would not be detected by the ste-
reo cameras. Removing them from the
model has the advantage of improving

accuracy as well as increasing the com-
putation speed, as these points are not
considered during the model registra-
tion steps in ICP.

To further optimize computation
time when performing ICP, the shelled
reference model is further processed
in two ways. First, a k-d tree typically
is made that allows for searches of the
data in approximate logarithmic time,
O(log n) when no information about the
aircraft pose is known. Second, we cre-
ate a Delaunay triangulation of the point
enabling us to run the nearest neighbor
queries of ICP in an amortized constant
time of approximately O(1).

Stereo Image Acquisition

When attempting to refuel, the first step
in our AAR pipeline is to capture a pair
of stereo images. There are two items of
particular import. First, the timing of
the camera capture is extremely impor-
tant. Both cameras need to capture the
image at exactly the same time or else the
sensed point cloud will have significant
errors in the point cloud. Furthermore,
when evaluating the performance of the
AAR pipeline, the capture time and the
timestamps for the truth data must be
precisely aligned. Second, the resolu-
tion of the captured images significantly
affects the final accuracy of the system.
For the purposes of AAR, we began
our experiments with 1280x960 reso-
lutions, but we eventually transitioned
to 4k cameras to achieve the accuracy
required at the desired standoff dis-
tances. This increase in pixels, however,
leads to a significant increase in compu-
tational requirements of the SBM step.
Our approach to mitigating this issue is

FIGURES Delaunay triangulation of reference point cloud.

described under Image Segmentation.

Stereo Block Matching

After images have been acquired, pose
estimation based on that imagery is
the key to accurate relative navigation.
Many approaches to estimating the pose
of known objects use features from the
image and map them to the same features
lying on the geometry’s surface. These
techniques require features on the object
being tracked be visible in all imaging
conditions (lighting, shadows, glint, etc.).

In addition, the fewer the number
of features, the more accurately the
features must be found in each image,
leading to a sub-pixel accuracy require-
ment in many scenarios.

Alternatively, we chose to create a
dense point cloud that generates thou-
sands of points in 3d space (generally one
point per pixel on the receiver aircraft),
thereby averting sensitivity to improper
matches. We found this approach to be
more applicable to AAR for two reasons:
(1) we assume no beacons exist nor can
they be added to any aircraft, making
the unique feature identification prob-
lem very difficult and (2) we believe that
achieving accuracy through the use of
1000s of features is more robust to mis-
identification and image acquisition
conditions than techniques based on
fewer features. The creation of a dense
point cloud is a well-studied problem
and is solved utilizing SBM techniques
found in the open source computer
vision library OpenCV.

SBM employs two cameras with
known separation geometry where each
camera captures the scene from a slight-
ly different perspective. A feature in one
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image maps to an epipolar line in the
other image. From these corresponding
pair-wise matches, a disparity map is
generated. The disparity map, in conjunc
tion with the calibration parameters,
can be used to reproject each pixel to a
3D location. This produces a 3D point
cloud for each image pair. In this work
each image pair produces about 40,000
points. Unfortunately, this many points
makes the next step take too much
computation time. Therefore, we chose
to subsample the data to 5,000-6,000
points as this value appears to balance
accuracy and computation time. These
(Figure 5) sensed 3D points now serve as
input to the pose estimation/registration
algorithms.

Iterative Closest Point
In our algorithm, we have two point
clouds to consider. The first is the yellow
sensed point cloud generated from our
stereo vision camera; this point cloud
will be somewhat noisy as it is the out-
put of our SBM process, see Figure 5. The
second point cloud is the red reference
model containing the ideal geometry
of the receiver aircraft. This reference
model’s point distribution is chosen
based on the stereo camera resolution
and the expected receiver distance from
the camera at the docking location.
Importantly, the sensed point cloud
intrinsically encodes the relative pose
between the stereo camera and the
receiver. To extract this relative pose
from the sensed point cloud, we esti-
mate the rigid transformation (rotation

and transla tion) that best aligns the
reference model onto the noisy, spuri-
ous sensed model, i.e., transform the red
points onto yellow points as shown in
Figure 2. Because we know the reference
model is accurate, if we find this trans-
formation we then arrive at a relative
pose between the camera and receiver.
Because we know the geometry of the
reference model, this also estimates the
specific location of the docking recep-
tacle for AAR.

To estimate the aforementioned regis-
tration, we use a variant of the ICP algo-
rithm. ICP works by first finding, for
every point in the sensed point cloud,
its “nearest neighbor” in the reference
point cloud. An example correspon-
dence is shown in Figure 6. After this,
a summed outer product matrix is con-
structed from the outer product of each
nearest neighbor pair. Decomposing the
outer product matrix into orthonormal
rotation matrices via methods such as
singular value decomposition (SVD)
yield a rigid rotation representing the
change in orientation between the two
point clouds. The vector between each
cloud’s center of mass yields a transla-
tion vector; thus, the rotation and trans-
lation produce the desired transform.
After applying this rotation and transla-
tion, the nearest neighbor matches may
have changed, so the process repeats. At
the end of this iterative process, the rota-
tion and translation that best maps the
sensed point cloud onto the reference
point cloud is output as the estimated
pose of receiver.

Real-Time Execution

Because of the need for an AAR algo-
rithm to run in real-time, the standard
algorithms described above do not work
“out of the box”. We have added a block
between the image acquisition and SBM
blocks, and modified the ICP algorithm
to enable real-time performance.

Image Segmentation via CNN
When performing SBM, the expected
error at a given range can be calculated

L
€z = Wfd @
where e_is the depth error, zis the depth,
b is the baseline, fis the focal length (in
pixels), and ¢, is the matching error in
pixels (disparity values, assumed to
be one). While the field of view of the
sensors, the depth, and the baseline are
all fixed by the AAR scenario, we can
increase the focal length f by increas-
ing the number of pixels within the
same field of view of the camera. AAR’s
long ranges and need for high accuracy
require a relatively high resolution.

The downside of higher resolution
images is the computation time required
for SBM to generate the disparity map.
However, a depth map is not required
for everything in the capture images,
just the receiver. At a distance of 25
meters, the receiver will generally not
fill the entire image frame, causing
SBM to waste significant computational
resources. Therefore, we designed a
method to efficiently find the receiver
within the broader image and limit SBM
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FIGURE9 Average number of Delaunay walks to find the nearest
neighbor. Increasing the number of points 10x only increases the
number of walks needed by approximately 40%.

FIGURE10 A virtualized refueling approach in the AftrBurner engine.
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to operate on that portion of the image.
To segment the image and reduce
computation time required for SBM, a
CNN was trained to output the bounding
coordinates for the receiver. Generating
images from actual refueling approaches
is costly, and truth data is difficult to
obtain. Therefore, the CNN was trained
on images of real landscape scenery with
avirtual aircraft rendered at a random but
AAR-friendly pose. Once trained, we were
able utilize the CNN model on real images
without adjustments. Figure 7 shows the
results of running a real image through
the CNN. The green lines represent the
truth bounding box while the purple
lines denote the CNN’s prediction. This
technique led to an 11x decrease in SBM
processing time for 4k images.

Parallel ICP on GPU

Aside from SBM, ICP also presents a bar-
rier to real-time execution. To address
this issue, we implemented a novel vari-
ant of the ICP algorithm using Nvidia’s
CUDA to enable a highly parallelized
implementation on a graphics process-

ing unit (GPU). ICP’s nearest neighbor
(NN) matching step is, by far the slow-
est step, but also inherently parallel.
This step iterates over the entire sensed
yellow point cloud, and for each point,
finds for the closest red point residing
in the red reference point cloud. Figure
6 shows these matched correspondences
as the purple lines. Each of these NN
searches can run in parallel on their own
thread. By choosing a GPU with more
Stream Processor Units than sensed yel-
low points, we effectively reduce a naive
O(n2) algorithm to O(n), at least with
respect to time complexity. Beyond NN
matching, the subsequent step, Rotation/
Translation estimation, requires a sum-
mation of displacements from each pair
of points, requiring all computation
between points to be completed before
decomposing the outer product matrix.
Therefore, we leverage the parallel reduc-
tion: each task is split into sub-tasks with
the ultimate goal of reducing all data into
a single value. Executing ICP on a GPU
reduced computation time by roughly
95x over serial versions. Although a vast

FIGURE11 Inside the Motion Capture Chamber with 1:7 scale model aircraft and IR reflectors.

FIGURE12 A virtual boom as presented in the virtual and the real world.

improvement of almost 2 orders of mag-
nitude, ICP was still not fast enough to
run in real time while registering point
sets on the order of approximately 10, 000
points. To overcome this hurdle we devel-
oped a novel Delaunay Triangulation
algorithm.

Delaunay Triangulation

While parallelizing the ICP algorithm
led to significant reductions in run time,
our AAR algorithm required we register
our sensed and reference point clouds (on
the order of 10, 000 points) in less than 20
msec. Analyzing the ICP algorithm, we
found that ICP’s nearest-neighbor search
consumed the vast majority (>97%)
of computation time. Fortunately, we
were able to develop a novel algorithm
that dramatically decreased the nearest
neighbor search—amortized over time,
this algorithm produced an O(1) time
complexity for any given NN query.

Traditional methods use tree-based
approach such as, a k-d tree which parti-
tions the data along the median value of
each sequential axis. A CNN query using
a k-d tree is on average is O(log n) with
the worst case being O(kn(1-) (for 3D
points, k is 3) for points in particularly
poor locations.

We investigated an alternative cor-
respondence search utilizing a Delaunay
triangulation of the reference points. A
Delaunay triangulation turns a set of
points into a graph with a specific struc-
ture that is useful for finding nearest
neighbors. The graph is connected such
that if a query point is closer to a node in
the graph than all of its neighbors, then
that node is the nearest neighbor of the
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query point. Our Delaunay traversal
algorithm walks along edges in the graph
until there are no other points closer to the
current candidate point. The main advan-
tage to this approach is the ability to begin
the search from any given point. In a k-d
tree, searches must typically begin at the
root node, leading to a best-case O(log n)
run-time. In our Delaunay traversal, the
search can begin from any arbitrary point.
Because ICP is an iterative algorithm, we
can start the NN search from the previous
iteration’s nearest neighbor. In general,
this cache-friendly approach leads to a
very small number of neighbors traversed
per iteration.

In fact, our experiments have shown
that on average, only 1-2 walks are
required for each subsequent ICP itera-
tion (Figure 9). Additionally, we have seen
this performance regardless of the size
of the data set. Thus, our Delaunay tra-
versal approach reduces the O(log n) time
complexity to an amortized O(1) time
complexity. Evidence of this behavior is
seen when analyzing the average num ber
of walks taken for point clouds of vari-
ous sizes. In Figure 9, a 3D teapot model
with ~4k points is shown to have taken
1.33 walks on average to find the nearest
neighbor. In comparison, a 3D dragon
model with ~62k points took 1.87 walks
on average. Using this approach together
with the parallelized ICP, we have been
able to complete 30 iterations of the ICP
algorithm in around 18ms for point clouds
with ~10k point, making ICP computa-
tion a real-time possibility for AAR.

Low-cost Verification of AAR algorithms
As new algorithms are being developed
and refined for AAR, the problem of
verifying the performance of these algo-
rithms becomes essential. Unfortunately,
real flight tests are expensive, time-inten-
sive, and may not provide perfect truth
data needed for accuracy testing (differ-
ential GPS gives centimeter-level accu-
racy, but truth should really be closer to
millimeter-level or better). Therefore, we
have adopted two approaches to verify-
ing our algorithms’ performance.

First, we have constructed a virtual
refueling scenario using the AftrBurner
(3D visualization/game) engine to test
our vision pipeline. A geometrically

accurate refueling tanker is placed in
the 3D virtual world with a pair of ste-
reo cameras attached to the rear of the

tanker. A receiver aircraft initiates a
refueling approach and flies towards the
tanker as shown in Figure 10. The vir-
tualized stereo cameras capture image
pairs and feed them to the AAR pipeline
(Figure 1) to produce estimated poses for
the receiver aircraft. This vir tual envi-
ronment is convenient as it provides
absolute truth and the calibration, tim-
ing, and other issues are easy to resolve.

Second, we desired a test setup that
utilized real stereo sensors so that the
processing performance can be rep-
resentative of real-world scenarios. In
addition, we needed the ability to test
closed-loop performance when move-
ment of the boom (which will occlude
key parts of the image) is added to the
system. Therefore, we developed an aug-
mented reality system.

Augmented Reality Setup
For our augmented reality framework,
we utilized a motion capture chamber
(MCS) that is approximately 15 x 20
meters in size (Figure 11). The motion
capture system, through the use of 50
infrared cameras placed in the chamber,
can track the position of markers (infra-
red reflective balls) anywhere in the
room to about Imm accuracy at a rate
of 75Hz. By attaching multiple markers
to an object in a known configuration,
accurate estimates of attitude are also
returned.

To simulate AAR, we mounted a pair
of 4K stereo cameras approximately

FIGURE 13 Real time evaluation of the framework.

8 meters high in the room to simulate
a view akin to a tanker observing an
approaching receiver aircraft. A 1:7
scale realistic model of a receiver aircraft
is placed in the chamber with markers
attached, see Figure 11.

To conduct an approach in the MCS
room, we physically pull the real-life 1.7
scale aircraft towards the stereo vision
cameras (Figure 13: Red Box). This simu-
lates a receiver approaching the tanker;
the MCS is large enough that we can
evaluate camera-receiver ranges of 10-25
meters—these ranges are ideal for testing
the most crucial phase of AAR docking
and refueling. We capture the receiver’s
approach from two time-synchronized
4k cameras at 10Hz. We time-align
and associate each captured image pair
with the receiver’s absolute truth pose
provided by the MCS. This data is then
streamed in real-time to the Augmented
Reality AftrBurner virtual world.

The physically acquired images
(Figure 13: Blue Box) are fed into the
aforementioned AAR vision pipeline,
resulting in the yellow (sensed) dots
that shown in Figure 13 in the yellow
box. The pose obtained by the MCS is
used to update the position of the vir-
tual receiver aircraft in the Augmented
Reality Virtual world. This is the gray
virtual model that is somewhat hidden
underneath the yellow points shown
in Figure 13. Ideally, the sensed yel-
low points ought to lie perfectly on
the skin of this virtual aircraft (the
gray textured aircraft). Such behavior
indicates the MCS and the stereo cam-
eras are aligned and share a consistent
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FIGURE 15 Rotational errors of the receiver aircraft in a straight approach.

coordinate frame. The final 2 minutes
of a YouTube video at https://youtu.be/
QwOW8glOW8sert=213s show this pro-
cess unfolding in real-time. The final
element is the red point cloud shown in
the video and in Figure 13 in the yellow
box. The red reference point cloud is
registered onto the sensed yellow point
cloud using our ICP variant. This com-
putes the final pose sensed solely from
the stereo cameras. This pose is com-
pared against the pose from the mm-
accurate MCS system to yield our total
positional and rotational error. When
the yellow point cloud lies nicely on the
gray textured skin of the 1:7 scale receiv-
er and the red points lie on the yellow
points, the system is working well, typi-
cally with less than 3-5cm of error and
less than 2 degrees of rotational error.
Beyond real-world tests, we can recre-
ate the same path taken by the receiver
inside the AftrBurner engine directly
using the MCS truth data. This enables
us to verify the performance of our vir-
tual simulation engine as we can direct-
ly compare the performance on both
real and virtual imagery. Perhaps more
important, though, is the potential this

system gives us for testing closed-loop
performance. Rather than attempting to
build a (large and unwieldy) 20m boom,
we can virtually add the boom to real
images captured to test performance
of the system when the boom is being
controlled using information from the
visual processing pipeline. This gives
rise to our augmented reality setup, as
shown in Figure 12.

Gauss-Newton Optimization

Key to evaluating the performance of
AAR in the MCS room is the ability
to transform pose estimates from the
stereo cameras into MCS-based truth
coordinates. To find this transform, we
employed a Gauss-Newton optimiza-
tion technique designed to generate an
accurate pose of the real stereo cameras
in the MCS coordinate frame. To find
this transform, we created a checker-
board that had several IR markers on
it, allowing it to be precisely localized
within the MCS room.

The Gauss-Newton approach mini-
mizes the errors between the measured
image pixel coordinates of corners on
a chessboard in captured images and

where these corners are projected into
the cameras based on the current trans-
form from MCS to camera coordinates.

Before the optimization, the average
distance between the estimated corner
coordinates and the measured corner
coordinates was about 280 pixels, see the
left side of Figure 14. After optimization,
the average offset was about 3 pixels, see
the right side of Figure 14. The optimi-
zation allowed us to generate a good
camera calibration for the real stereo
cameras which minimizes reprojection
errors and results in better convergence
of the ICP algorithm.

With the transform output from
the Gauss-Newton optimization, we
achieved optimized alignment between
the AftrBurner generated imagery using
truth data and the real-world captured
imagery. Without this excellent align-
ment, the augmented reality would suf-
fer biases, with this excellent alignment,
objects virtually projected into the real
world are within a few mm of where we
expect them to reside—quite useful when
quantifying features that are occluded by
the motion of the virtual boom projected
on to the real-world 1:7 scale receiver.
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Testing Augmented Reality Framework
We conducted tests of the augmented
reality environment with the physical
1:7 scale receiver approaching the stereo
cameras in various patterns. For exam-
ple, a straight-in approach involved
pulling the physical 1:7 scale replica
slowly towards the stereo cameras to
simulate a real-world refueling approach
(same approach shown in the aforemen-
tioned YouTube clip). The vision pipe-
line takes the imagery and produces
pose estimates. The pose estimates are
compared with the truth system poses
to generate error statistics. These same
truth values can also be used to gener-
ate virtual imagery, enabling the vision
pipeline to produce pose estimates. In
Figure 15, the error results for rotation
estimates for both the virtual and real
imagery are shown. Note that the overall
magnitude and error characteristics of
the two charts are very similar.

When analyzing several approaches
collected via our augmented reality
framework, we see a similar trend of
pose errors between the real and virtual
worlds. The virtual environment serves
as an oracle: it predicts failure points
of the real-world imagery and predicts
accuracy within a small epsilon of the
real-world measurements. When com-
bined with the motion capture cham-
ber and the truth data, the framework
enables the approach collection to serve
as an arbiter of truth and quantify any
desired pose-estimation algorithm’s
efficacy.

Virtual Boom
Another feature of our framework is the
incorporation of virtual objects perspec-
tively reprojected onto real-world imagery;
ie, augmented reality. Figure 12 showcases
a virtual refueling boom perspectively
reprojected on to real imagery of the ap
proaching 1.7 scale receiver model. This
allows us to quantify the degradation
caused by boom occlusion without requir-
ing a physical boom to be installed.
Because our augmented reality is
designed with ease of adaptability in
mind, we can replace the virtual Air
Force refueling boom with other refu-
eling tips such as the Navy’s probe and
drogue. This enhances our capability

to test various vision algorithms on
other flying platforms. It also enables
us to generate truth data for real
approaches and augment that truth
data with perspective-correct occlu-
sions. This truth data can then be
reprocessed by any number of vision
algorithms to quantify the efficacy of
a suite of relative vision-based naviga-
tion algorithms.

Conclusion

We employ stereo vision cameras as an
alternative to traditional GNSS-based
relative positioning algorithms for
automated aerial refuel ing. While many
portions of the solution consist of rela-
tively standard computer vision tech-
niques, several novel modifications have
been made specific to the AAR problem.
Specifically, we have 1) employed CNNs
to identify the air frame of an approach-
ing receiver. Subsequently, another
CNN 2) computes a smaller region of
interest around the receiver dramati-
cally reducing the number of pixels ste-
reo block matching processes.

We have developed a 3) novel
Delaunay-based nearest-neighbor algo-
rithm that transforms a time-intensive
search to an amortized constant time
operation, enabling real-time ICP on
tens of thousands of points. We further
enhance this algorithm via 4) GPU par-
allelization. This real-time functionality
gives rise to a closed-loop augmented
reality system that 5) enables virtually
reprojected objects, such as a refueling
boom or refueling drogue, to dynami-
cally respond to motion of a real aircraft.

Similarly, the augmented reality com-
bined with the high-accuracy truth sys-
tem lets us 6) generate truth data sets for
occluded approaches. This lets us evalu-
ate different vision algorithms against
each other as we have mm-level accurate
truth. Finally, the virtual simulation is
high enough fidelity that it 7) serves as
an oracle able to reliably predict the out-
come of real-world approaches.

Conclusion
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WEBINAR RECAP >> INTERFERENCE MITIGATION

NOBODY'S FOOL

JAMMING AND SPOOFING DETECTION

’

GNSS professional users are becoming more

and more aware that they have a problem—or,
that they may have a problem. They suspect
something is wrong, they're seeing anomalous
behavior in their positioning domain. But how can
they tell if they are being jammed or spoofed?

What's going on?!

ncreasingly, professional and industrial users struggle

to work around unexplained GNSS outages. Often,

they don'’t realize an interferer has popped up in their
midst. Situational awareness is now a key component
whenever GNSS is employed. Am I being jammed? Am I
being spoofed? From where, by whom?

These disruptions will only escalate over time.
Fortunately, help is at hand in the form of an Interference
Tool Kit and other countermeasures built into advanced
receivers.

This free webinar describes a wide range of spoofing at-
tack scenarios and their features, as well as the results in
testing against these scenarios. It gives recent examples

of very dangerous, threatening behavior encountered in
the field, and it offers a solution. Downloadable on de-
mand, the webinar provides a solid technical grounding
in the electronics of jamming and spoofing, and explores
the tools available to detect, geolocate and mitigate
such interference, whether intentional or unintentional.
Actual field use cases are described, showing just how
widespread such outages are becoming.

A spoofing detection unit already onboard a high-
precision receiver collects metrics from the GNSS sig-
nal processing chain and provides a real-time indication
if the receiver is under spoofing attack, at one-second
intervals.

To ensure the resilience and integrity of your GNSS
positioning, profit from the experieince of our three ex-
pert speakers, each with years of experience combatting
interference. Learn valuable lessons now to ensure GNSS
resilience and integrity.

THE PANEL

Three experts provided diverse, complementary
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perspectives on this dynamic and rapidly evolving
applications area which spans all GNSS industry sectors.

LOGAN SCOTT is an expert consultant in systems/
signal processing in advanced RF systems including GPS,
RFID, navigation, communications, radar, and emitter
location systems. A Fellow of the Institute of Navigation
and holder of 45 US patents, he is the inventor of the
Chips Message Robust Authentication (CHIMERA)
signal concept for navigation-signal authentication.

NEIL GEREIN is Senior Director of Marketing at
Hexagon’s Autonomy & Positioning division, where he has
worked for the past two decades, as aerospace & defense
product manager, GPS systems engineer and other roles.
He holds a Masters degree in electrical engineering from
the University of Saskatchewan.

CHRIS MAYNE is Managing Director at Forsberg
Services Ltd, a European positioning, navigation and
timing component and systems provider, having been
with the company since 2003. He holds Masters degrees
in professional practice management and leadership and
in mobile game design and M-commerce from Lancaster
University.

WHY WOULD SOMEONE DO THAT?
Logan Scott opened the discussion by exploring the moti-
vations for interference and the means of detecting it. The
underlying message of his talk was, you may not be the
target of the interference, but you will still be the victim:
you and your work will still suffer, so you need to take
appropriate countermeasures.

As an example, he played back an online video showing
a teenager “going from zero to operational in about 10
minutes. He knows Linux but he’s not an expert on GPS.
He finds some routines, and if you watch this video it’s
really remarkable, 10 minutes in, his phone is saying it’s
in Cuba, and he really has no expertise in GPS. So, with
software defined radios (SDRs), we are finding spoofing
is available to basically anyone—people who are not ex-
pert in the subject.”

Spoofing can cover a variety of criminal activities, and
the motivation for most spoofing appears to be just that:
theft or hijacking or illegal operations of other kinds.
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Detection as soon as spoofer tries to grab us
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“One of the things that is really
evolving right now is were seeing a lot
more use of software defined radios,”
continued Scott. “They have become
inexpensive, but at the same time
they’re capable of very sophisticated
waveforms.”

The readily available HackRF
gadget, open-source hardware for
software-defined radios, serves
as an instant jammer or spoofer.
Essentially, a HackRF is a very
cheap GNSS simulator.

He then covered the basics of
jamming and spoofing detection.
Basically, the receiver is your first
line of defense.

RECEIVERS AT THE READY

At this point, Neil Gerein from
Hexagon’s Autonomy & Positioning
division took over, to explain the re-
markable qualities and capabilities
of the OEM7 receiver, with its on-
board GNSS Resilience and Integrity
Technology (GRIT, see Figure 1.)

GRIT jamming and spoofing de-
tection and mitigation capability
rides aboard every OEMY7 receiver,
and it can be accessed via firmware
upgrades, in tailored configurations
suited to the user’s needs.

Gerein then explained the jam-
ming-detection methodology of
timetagged snapshots of raw digi-
tal samples (see Figure 2). “Now you
can look at your data not only in the
frequency domain but in the com-
bined frequency-time domain. This
can give you a very exact timetagged
and catalogued way to say what the
particular interferer was.”

He illustrated this with a use case
from his own back yard, so to speak.

“We had opportunity to do detec-
tive work along those lines at our
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headquarters in Calgary,” he recalled.
Staff had noticed some anomalous
power measurements in the com-
pany’s reference network, happening
every day for a few minutes in the ear-
ly evening. They deployed a smaller
reference network alongside the ad-
jacent highway, where they suspected
it was happening (Figure 3).

When they played the data back
through some post-processing and
employed the time-tagging method,
along with a synchronized video
camera that had also been moni-
toring that stretch of highway, they
were able to pick out the jammer (see
Figure 4): a white pickup truck that
drove by everyday around six oclock.

“This is right under the main flight
path of the Calgary International
Airport,” said Gerein. “This person
may be just using the boss’s vehicle
outside of regular work hours, but
they’re potentially causing interfer-
ence at a much larger level.

“It’s not just sophisticated jam-
mers anymore. It’s everywhere.”

AWARENESS

Chris Mayne from Forsberg Services
Ltd. in the UK then covered end-
user awareness of GNSS interference,
with more use cases from his compa-
ny’s experience, in particular working
with the British police in their efforts
to track stolen vehicles, and in track-
ing down interference that was caus-
ing survey drones to crash.

He posed a question for thought to
conclude the program. “We have ex-
perts on the ground demonstrating
increased knowledge, and we have
all sorts of publications and news re-
ports [about jamming and spoofing].
But the question is, what combination
of information, formats and alerts are

sponsored by (‘ ‘ HEXAGON
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WHAT ATTENDEES WANTED TO KNOW

Participants asked live questions during the webinar.
Here are a few of them:

= Could you provide information as whether Chimera signals from NTS will
be on offer to the civil community for test purposes?

Could you comment on cybersecurity protections at the receiver level?
= Is an atomic clock necessary for the time tagging of A/D samples??

= How receptive is the police community to using interference reports as
an alarm to possible criminal activity. Are they aware of its potential?

Once a user is successfully alerted to an interference incident, what can
they do to differentiate between malicious and unintentional jamming?

= Do the experts have any idea how the circle spoofing incidents affecting
ships in the ocean were implemented ?

= Can you discuss spoofing and jamming as related to precise timing, used
in the power grid, financial networks and other critical infrastructure?

Could smart antennas be employed to perform plausibility tests with the
satellites, an angle-of-arrival approach along the lines of the time-of-
arrival method you discussed?

BY THE NUMBERS: PARTICIPANTS' VIEWS

Have you experienced jamming or
spoofing in the past?

Is simple awareness enough?

I need to know the location
s0 | can take corrective action

34%
Yes, accidental
interference

23%
Yes, intentional
interference

Maybe, not sure
what happened

Yes, awareness of jamming
and/or spoofing is enough

most appropriate for the various target audiences? Keeping in mind that they’re
technical and non-technical, in a vast range of different application areas.

“So who takes responsibility? Who’s going to tackle the problem, and who
are the drivers for change?”

The program concluded with a lively question-and-answer session between
the hundreds of attendees and the three panelists. See the box above for some
of the questions posed.

To hear more, download the webinar at https://novatel.com/tech-talk/
webinars/nobodys-fool-jamming-and-spoofing-detection?utm_
source=insidegnss&utm_medium=article&utm_campaign=nobodys_
fool. g
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WORKING PAPERS

GNSS Interference Mitigation
Modulations, Measurements and

Position Impact

Interference mitigation techniques should protect GNSS receivers from
interference and jamming without biasing their final position, velocity
and timing solution. This column analyses five popular interference
mitigation techniques, including the Adaptive Notch Filter (ANF) and
Pulse Blanking (PB), evaluating their impact on pseudoranges and on
the final position and timing solution. Several GNSS modulations are
considered, showing the advantage of using GNSS signals with similar

spectral characteristics.

DANIELE BORIO AND CIRO GIOIA
EUROPEAN COMMISSION, JOINT RESEARCH
CENTRE (JRC), DIRECTORATE FOR SPACE,
SECURITY AND MIGRATION, ITALY

NSS receivers are now required
G to operate in complex radio

frequency (RF) environments
and to withstand significant levels of
interference and jamming. For these
reasons, receiver manufacturers are now
implementing interference mitigation
techniques able to improve receiver per-
formance in the presence of jamming.
Among the different techniques avail-
able in the literature, the most popular
ones are probably pulse blanking (PB),
to reduce the impact of pulsed interfer-
ence, and notch filtering for continuous
wave (CW) removal. While these tech-
niques can significantly improve receiv-
er robustness, they can also introduce
biases and distortions. For example, the
notch filter is known to introduce biases
at the measurement level. When the fre-

quency of the filter notch is known and
fixed, these biases can, however, be deter-
mined and compensated for during the
process of measurement generation.

A review on interference mitigation can
be found in the article published in the
September 2017 issue of Inside GNSS listed
in Additional Resources. The review also
includes the framework of robust interfe-
rence mitigation (RIM) that exploits prin-
ciples from robust statistics. Techniques
such as PB and frequency excision belong
to the class of RIM techniques.

While significant work has characte-
rized interference mitigation techniques
at the signal-processing level, limited
analysis has assessed their impact in
the measurement and position domains.
This article fills this gap and analyzes five
popular interference mitigation techni-
ques at the measurement and position
levels, studying the potential introduc-
tion of biases. The impact on the timing
solution has also been analyzed.

The five interference mitigation techni-
ques considered include the Adaptive
Notch Filter (ANF), a form of notch filter
where the notch frequency is dynamical-
ly estimated, and four RIM techniques.
The impact of the techniques is assessed
considering several GNSS signals on two
frequencies: on L1 (1575.42 MHz) the
GPS L1 C/A signal and the binary offset
carrier (BOC) modulation adopted by
the Galileo E1B/C and the Beidou B1C
signals are considered, while the wide-
band binary phase shift keying (BPSK)
modulation adopted by the Galileo E5B
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WORKING PAPERS

and the Beidou B2bl signals is analyzed
on the 1207.14 MHz frequency.

The analysis highlights the complex
interaction between the different GNSS
modulations, interference mitigation
techniques, measurement generation
and position computation.

Interference Mitigation Techniques

The five interference mitigation techni-
ques considered here can be classified
according to the schematic representa-
tion provided in Figure 1. Interference
mitigation techniques can be designed
according to the interference cancellation
(IC) principle: the mitigation algorithm
estimates at first the interfering signal that
is then removed (canceled) from the input
samples. The ANF uses this principle and
estimates the parameters of frequency

modulated signals. IC mitigation techni-
ques usually adopt a signal model for the
interfering signal. The ANF assumes that
the interfering signal has a practically
constant amplitude. Alternatively, miti-
gation techniques can be designed using
principles from robust statistics. In this
case, the interfering signal is at first pro-
jected into a transformed domain where
it is expected to assume a sparse represen-
tation, i.e. to affect a limited number of
samples that can be treated as outliers. A
non-linearity is then used to mitigate the
impact of these outliers. Finally, an inverse
transform is used to bring the signal back
into the time domain. Techniques imple-
menting these three operations belong
to the class of RIM. PB and frequency
excision are obtained when the following
non-linearity.

Interference
Cancellation

Adaptive Notch
Filter

1

Interference
Mitigation
Technique

Robust
Interference
Mitigation

Processing domain

Time Frequency

il AvAv

1(y[n])

Time Domain
Complex Domain
Complex Signu

Frequency
Signum m

=]
20

Non-linearity

}N/W _ { Y[k| if Y[k] < T
0 otherwise

is adopted. Y[k] denotes the signal
samples brought into the transformed
domain and Th is a decision threshold.
When processing is performed directly
in the time domain, PB is obtained. If
a Discrete Fourier Transform (DFT)
is used to bring the samples in the fre-
quency domain, then frequency excision
is implemented. Incidentally, PB and
frequency excision can also be inter-
preted as forms of IC where, in the first
case, the interference term is modeled as
a sequence of pulses and in the second
as a combination of complex sinusoids.

In addition to non-linearity (1), we
also considered the complex signum
non-linearity:

~ Y[kl .
Y[k]=4{ YK Tfyw 70 @
0 ifY[k]=0

Combining the two processing domains
and the two non-linearities a total of four
RIM techniques are obtained: time domain
pulse blanking (TDPB), time domain
complex signum (TDCS), frequency
domain pulse blanking (FDPB) and fre-
quency Domain complex signum (FDCS).

IC and RIM techniques are effective
when model assumptions are valid, i.e.

— e o when the interference signal has an
* Blanking ’ { Excision | & almost constant amplitude for the ANF
and when it has a sparse support in the
\4 processing domain of RIM techniques.
- — - — We also consider here the case of pulsed
FIGURE1 The five interference mitigation techniques analyzed in this article. interference. When the DFT is applied
Analog GNSS
signals
+
Interference Time domain Time domain
digital digital
samples Pre-correlation | samples Signgl
Front-end Interference N EIOEE Nav Solution
y[n] Mitigation j[n] Acquition/ +
A Tracking
: GNSS
> Measurements l
_______________________________________________________________ Position and
Timing solution

FIGURE2 Interaction between pre-correlation interference mitigation techniques, GNSS measurements and position and timing solution.
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to this type of signals and frequency
domain RIM is used, the interference
term is spread over several samples, the
sparsity assumption is violated and recei-
ver performance is actually degraded.

Measurement, Position and Timing
The five techniques considered are
pre-correlation approaches that act
directly on the samples provided by the
receiver front-end. After pre-correlation
interference mitigation, a new set of time
domain samples is produced and passed
to standard acquisition and tracking sta-
ges that process the GNSS signals and
extract measurements such as pseudo-
ranges, carrier phases and Doppler fre-
quencies. Finally, GNSS measurements
are used for computing the user position
and clock parameters. In this respect, a
potentially complex interaction occurs
between pre-correlation interference
mitigation techniques, measurements,
the position and the clock solution. A
schematic representation of the proces-
sing stages implemented in a GNSS
receiver is provided in Figure 2. The
complexity mainly arises from the relati-
ve distance, in terms of processing blocks,
between interference mitigation, measu-
rement generation and position solution.
For this reason, we adopted an expe-
rimental approach coupled with the
software defined radio (SDR) paradigm
to evaluate the impact of interference
mitigation techniques. More specifically,
a fully software GNSS receiver was used
to process data collected in the presence
of jamming and to assess the impact of
interference mitigation techniques on
the measurements and on the position
and clock solution. The datasets collect-
ed according to the experimental setup
described in the next section have been
processed several times using the diffe-
rent interference mitigation techniques
and the results obtained have been com-
pared with those provided by standard
processing in the absence of mitigation.
In the measurement domain, the analy-
sis focused on pseudoranges and for each
interference mitigation strategy, differen-
ces between pseudoranges computed with
and without mitigation were formed:

AN 7
\ g Clean GNSS

\/ Signals USRP
Signal —_—
combiner “ - v P 1/Q samples
SDR processing
Shielding Box
Variable power
attenuator

Jammer Inside
a)

FIGURE3 Experimental setup adopted to test the impact of interference mitigation techniques

a) Schematic representation of the setup. b) Actual view of one of the experiments involving
Galileo E5B and Beidou B2bl signals.

PRy;¢lm] = PRarit[m|—PRstandaralm| 3)

where PRdiff[m] is the pseudorange
difference at the epoch m and PRMit
and PRStandard are the pseudoranges
obtained with and without interference
mitigation. This approach leads to the
cancellation of all common errors pre-
serving the differences introduced by
the specific processing scheme. Ideally,
interference mitigation techniques
should not bias pseudoranges and pseu-
dorange differences (3) should be zero
mean. In this respect, we investigated
the mean of pseudorange differences.

To analyze the impact of interference
mitigation on the position solution, posi-
tioning errors were computed for all the
processing strategies considered. Since
the antenna of the receiver was careful-
ly surveyed, it was possible to compute
position errors with respect to the known
antenna location. The errors were com-
puted in a local East, North, Up (ENU)
frame centered into the antenna referen-
ce position. In this way, it was possible to
directly compare the position errors and
analyse the impact of interference miti-
gation. The analysis focused on single
point positioning (SPP) computed using
a weighted least squares (WLS) approach
where the weights were determined as a
function of the satellite elevation.

Finally, we analyzed the clock bias. In
particular, the antenna coordinates were
fixed and a clock-only solution was com-
puted. We considered this type of solution
since it is usually adopted by GNSS timing
receivers that fix at first the user position
and compute only the clock bias. The
clock time series were then compared.

Experimental Setup

Several experiments assessed the impact
of interference mitigation in the measu-
rement, position and clock domains.
A SDR front-end collected in-phase/
quadrature (I/Q) samples that were
then processed using a custom Matlab
software receiver.

A dedicated experimental setup was
developed where a jammer was placed
inside a shielding box whose output
was connected to a variable attenuator,
adopted to generate different jamming
power levels. At the beginning of each
test, the attenuation was set to a signifi-
cant value and the amount of jamming
power leaking through the attenuator
was negligible. In this way, the first part
of each test allowed the assessment of
the impact of interference mitigation in
the absence of interference.

The output of the variable attenuator
was then combined with clean GNSS
signals collected from a rooftop antenna.
In this way, jammed GNSS signals were
obtained. A schematic representation of
the experimental setup adopted for tes-
ting the impact of interference mitigati-
on and a view of one of the experiment
conducted is provided in Figure 3.

Three modulations were considered:
the BPSK(1) of GPS L1 C/A signals,
the BOC(1, 1) modulation adopted by
Galileo E1B/C and by the Beidou BIC
signals and the wideband BPSK(10)
modulation adopted by the Galileo
E5B and Beidou B2bl component. For
Galileo EIC, Beidou BI1C and Galileo
E5B signals, pilot processing was imple-
mented. Signals on the L1 frequency
were collected with a 10 MHz sampling
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FIGURE4 J/N profiles estimated for the three experiments considered

in this paper. In all cases, front-end saturation occurs.

FIGURE5 Pseudorange differences between standard measurements
and observations from the five interference mitigation techniques.
Test 1, GPS L1 C/A signals.

frequency, whereas the E5B compo-
nents were collected using a 25 MHz
sampling frequency. The Galileo E5B
and the Beidou B2blI signals are consi-
dered wideband, and the main lobe of
their spectrum occupies most of the
frequencies captured by the SDR front-
end. The custom software receiver gene-
rates Receiver INdependent EXchange
Format (RINEX) files that were used for
the measurement and position domain
analysis. The parameters used for the
different tests are summarized in Tahle
1 that also describes the attenuation
profile used for each experiment.

Three tests were considered:
+ Test 1: performed on the L1 frequency
band (1575.42 MHz centre frequency)
with a 8 bit quantization. This test
was used to analyse the impact of
interference mitigation on the GPS
BPSK(1) modulation and on the
Galileo/Beidou BOC(1,1) component.
Test 2: also performed on the L1

(J/N) estimated from the samples colle-
cted using the SDR front-end. While a
linear J/N profile was expected (see the
corresponding parameters in Table 1), in
all three cases the front-end experien-
ces saturation. In this case, the jam-
ming signal is so powerful to exceed
the capabilities of the front-end quan-
tization function that effectively clips
the received samples to the minimum
and maximum values allowed by 8/16
bits. Front-end saturation introduces
significant signal distortions that furt-
her impact receiver operations. For the
third test, the jammer attenuation was
increased again after 550 seconds from
the start of the test.

Additional details on the three tests
and on the properties of the jamming
signals used in each experiment can
be found in the paper presented by the
authors at the International Technical
Meeting (ITM) of the Institute
of Navigation (ION) and listed in

Experimental Results
The pseudorange differences obtained
for Test 1 and for GPS L1 C/A signals are
shown in Figure 5. The four upper boxes
correspond to the differences obtained for
RIM techniques: in these cases, the time
series are zero mean and no clear trend
is introduced by the mitigation techni-
ques. The first 200 seconds of the test are
characterized by J/N values lower than
5 dB, which make the jamming compo-
nent negligible. In this portion of the test,
pseudorange differences oscillates around
zeros with variations lower than 5 metres.
The variance of the pseudorange differen-
ces increases with the J/N: this fact is expe-
cted and reflects the increased equivalent
noise caused by the jamming component.
The zero mean property observed for RIM
techniques confirms the theoretical result
obtained by Borio and Closas in their
paper listed in Additional Resources.
RIM techniques do not bias the Cross-
Ambiguity Function (CAF), the main

frequency band but with a 16 bit Additional Resources. quantity evaluated by the acquisition
uantization. This test was conducted

d .11 W " | Test 1 | Test 2 | Test ESB
to analyse potential differences
between 8 bit/16 bit quantization. Parameter Value Value Value

+ Test E5B: performed on the E5B/B2bl Sampling Frequency 10 MHz 10 MHz 25 MHz
frequency band (1207.14 MHz centre Centre Frequency 1575.42 MHz 1575.42 MHz 1207.14 MHz
frequency). This test was conducted Sampling Type Complex1Q Complex1Q Complex1Q
to analyse the impact of RIM on No. bits s 16 3
a wideband GNSS mOdul.atlon' Attenuation Step 1dB 1dB 0.25dB
The power profiles obtained for the , ,

Attenuation Step duration 20s 30s 20s

three tests are analysed in Figure 4 that
shows the jamming to noise power ratio

TABLE1 Parameters used for the different tests.
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and tracking blocks. The CAF is a generalized version of the
correlation function and has a main peak in correspondence
of the Doppler frequency and code delay of the signals acqui-
red and tracked by the receiver. Since the CAF is not biased
by RIM techniques, also the pseudoranges are not biased by
this type of approaches. The results in the four upper boxes of
Figure 5 confirm this theoretical finding.

The impact of the ANF is analysed in the bottom left box of
Figure 5: in this case, a significant bias can be observed. The
ANF delays pseudoranges and introduces a time-varying bias.
At the beginning of the test, the impact of jamming can be
neglected and the only interfering term is a CW generated by
the clock of the SDR front-end used for the data collection.
This CW has a frequency equal to 1575 MHz, which is close to
the GPS L1 C/A centre frequency. Thus, the ANF significantly
impacts GPS L1 C/A signals. As the jamming power increases,
the adaptive block of the ANF converges to a different solu-
tion leading to different biases on the pseudoranges. Indeed,
the time-varying behaviour of the ANF is due to the changing
jamming conditions occurring in Test 1.

While it is difficult to theoretically predict the bias intro-
duced by the ANF, this delay is common to all measurements
and a limited impact is found on the SPP solution, as better
analysed in the following. Indeed, most of the bias introduced
by the ANF is absorbed by the clock bias term.

The impact of interference mitigation techniques on Galileo
EIC and Beidou B1C pseudoranges is analysed in Figure 6. In the
figure, two RIM techniques and the ANF are considered. Also in
this case, RIM techniques do not introduce biases on the measu-
rements whereas the ANF delays the pseudoranges. The delay
introduced on the Galileo E1C and Beidou B1C signals is howe-
ver different from that observed for the GPS L1 C/A compo-
nents. This difference is due to the different spectral interaction
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FIGURE6 Pseudorange differences between standard measurements
and observations from three of the five interference mitigation

analysed, Test 1. comparison between Galileo E1C signals (left
column) and Beidou B1C components.
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FIGURE7 Pseudorange differences between standard measurements
and observations from three of the five interference.

between the ANF transfer function and
the BOC and BPSK modulations adopted
by the Galileo E1C/Beidou BIC and GPS
L1 C/A signals, respectively.

At the beginning of the test, the delay
introduced by the ANF on the Galileo/
Beidou pseudoranges is about 10 met-
res against the 35 metres observed for
the GPS L1 C/A components. The lower
delay observed for Galileo/Beidou sig-
nals is due to the fact that the ANF
notch is placed around 1575 MHz that
it close to a spectral zero of the BOC
modulation that is less distorted than
the GPS L1 C/A signals. Thus, a lower
delay is observed.

Far from its notch, the ANF transfer
function is almost flat with a negligib-
le group delay. For this reason, signals
occupying spectral regions far from
the ANF notch are less delayed. As for
the previous GPS case, the biases intro-
duced by the ANF are mostly common
to all Galileo/Beidou pseudoranges and
will be absorbed by the clock bias term
in a Galileo- or Beidou-only solution.
In a multi-constellation solution, these
delays will be absorbed by the inter-sys-
tem bias estimated by the receiver.
Figure 6 also provides a direct compari-
son between Galileo and Beidou pseu-
dorange differences: the same delay is
introduced by the ANF on the two com-
ponents. In this case, only the BOC(1,1)
component of the Beidou and Galileo
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positioning. Test 1.

signals is processed and the ANF affects
in a similar way modulations with the
same spectral characteristics.

This result shows the advantages of
using signals with the same spectral
characteristics: the same delay is int-
roduced by the ANF on interoperable
modulations. In this way, the inter-sys-
tem bias between Galileo and Beidou is
not affected by the ANF allowing the
use of advanced positioning algorithms
exploiting the stability of inter-system
biases. Beidou pseudorange differences
are less noisy than the Galileo ones. This
fact is due to the longer integration time
(10 ms) adopted for the Beidou signals.

Results similar to those obtained for
Test 1 were obtained in Test 2. These
results can be found in our paper listed
in Additional resources.

The results obtained for the test on the
E5B/B2B frequency are shown in Figure
7: similar results are observed for the
Galileo and Beidou signals. As for the
previous cases, RIM techniques do not
introduce biases in the pseudoranges
and zero-mean differences are obtained.
Moreover, since the Beidou and Galileo
signals adopt the same modulation, the
same delay is introduced by the ANF.

When comparing Test 1 and Test
E5B results, significantly lower diffe-
rences are observed in the second case.
More specifically, the ANF introduces
a bias of about a metre, whereas RIM

200 300

Time [s]

FIGURE8 Position errors in the ENU frame. Comparison between
different interference mitigation techniques for GPS L1 C/A only

techniques lead to average pseudorange
differences in the millilitre level. These
significantly lower differences are due
to the wideband nature of the E5B/B2I
signal and to the higher accuracy of the
resulting pseudoranges.

Position solutions have been analy-
sed for Test 1 in Figure 8 that shows the
position errors obtained using GPS L1
C/A pseudoranges. From the figure, it
emerges that all five interference mitiga-
tion techniques do not bias the final SPP
solution and, at least under low jam-
ming conditions, all the time series are
characterized by the same trend. The
standard solution without mitigation
provides reasonable position estimates
for the first 550 seconds of test whereas
time domain RIM techniques improve
receiver performance leading to reduced
errors for the first 700 seconds.

For Test 1, the jamming power was
increased of 1 dB every 20 seconds. This
implies that time domain techniques pro-
vided a margin of about 7.5 dB in terms
of resilience to jamming power. In addi-
tion to this, the receiver front-end started
saturating after about 400 seconds from
the beginning of the experiment. Thus,
time domain RIM allows receiver opera-
tions even in the presence of significant
levels of front-end saturation. In this case,
frequency domain RIM and the ANF
provided limited benefits. Indeed, FDPB
worsen the receiver performance. This
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fact is clearly visible in Figure 8 where
no position solution is available in the
FDPB case after about 400 seconds from
the start of the experiment. This result is
due to the nature of the jamming signal
used for Test 1 and to the selection of the
FDPB threshold. Indeed the jamming
signal used for Test 1 is pulsed in nature
(see the papers from the authors listed in
Additional resources). When the DFT is
used to bring the samples in the frequency
domain, the interference pulses are spread
among all the frequencies and thus the
signal does not admit a sparse represen-
tation, violating the main assumption of
this type of processing. The second factor
compromising the performance of FDPB
is the selection of the decision threshold in
(1). We used a threshold equal to 3 times
the standard deviation of the samples in
the absence of interference:

Ty, = 3y/Var{Y[k]} @)

where the variance Var{Y[k]} has been
estimated from the samples collected at
the beginning of the experiment.

This choice has been dictated by the
fact that, in the absence of interferen-
ce, the samples, Y[k], should approxi-
mately follow a Gaussian distribution
and, under this hypothesis, only few
of them should assume values greater
than 3 times their standard deviation.
This choice is however too conservati-

ve for the specific jamming signal used
in Test 1. This fact is analyzed in Figure
9 that shows the square magnitude of
the frequency domain samples collect-
ed at the beginning of the test and after
400 seconds. The corresponding FDPB
threshold is also provided. At the begin-
ning of the test, a very limited number
of peaks passes the FDPB threshold. The
two main peaks passing the threshold
correspond to the clock CWs that are
correctly excised. After 400 seconds, the
jamming signal is so strong that most of
the samples pass the threshold leading
to the removal of a significant portion
of the useful signals as well.

This result shows the importance of
properly selecting the domain of ope-
rations and the parameter settings of
interference mitigation techniques.
Parametric approaches such PB and
frequency excision may be significantly
influenced by the selection of the deci-
sion threshold. The ANF and FDCS
do not significantly improve the recei-
ver performance but do not suffer the
degradations of FDPB.

Results similar to those shown in
Figure 8 were obtained for the Galileo
and Beidou signals in a single-constel-
lation SPP solution. Also Test 2 led to
similar findings and the interested rea-
der is referred to our paper published in
NAVIGATION.

Position errors obtained for the test
conducted on the Galileo E5B signals
are shown in Figure 10: also in this case
all the techniques lead to time series
with a consistent trend. The advantages
of using a wideband signal such as the
Galileo E5B component are also evident:
the position errors are significantly
lower in magnitude then those observed
for the GPS L1 C/A modulation.

The impact of interference mitigation
on the clock bias is analysed in Figure
11 and Figure 12 that consider Test 1
and Test E5B, respectively. As discus-
sed above, the clock bias absorbs most
of the delays introduced by the ANF
on the pseudoranges. From Figure 11,
a delay up to 35 metres is introduced
by the ANF on the GPS L1 C/A clock
term whereas a bias of about 12 metres
is observed for both Galileo E1C and
Beidou BIC solutions. The delay on the
GPS L1 C/A solution corresponds to
about 120 nanoseconds. Since the clock
bias is used by timing receivers to steer
the local time to the GPS/Universal
Time Coordinated (UTC) time scales,
the ANF can render timing solutions
unsuitable for high-end timing applica-
tions. On the contrary, RIM techniques
do not introduce biases and the corres-
ponding time series in Figure 11 and
Figure 12 are zero mean. The results on
the clock bias confirm the fact that the
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without mitigation and the five interference mitigation techniques.
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ANF affects Galileo and Beidou signals,
which share the same spectral charac-
teristics, in the same way introducing a
common delay.

Finally, Figure 12 further highlights
the advantages of using wideband sig-
nals such as the Galileo E5B and Beidou
B2bI components. The time series are
less noisy than the ones obtained in Test
1. Moreover, the bias caused by the ANF
is reduced to about a metre.

Conclusions

This article experimentally evaluated
the impact of five interference mitigati-
on techniques on pseudoranges and on
the final position and timing solutions.
The analysis included the ANF, time
domain PB, frequency excision and two
additional RIM techniques. Moreover,
several GNSS modulations were consi-
dered from three GNSSs: GPS, Galileo
and Beidou. From the analysis, it emer-
ged that RIM techniques, including time
domain PB and frequency excision, do
not introduce biases at both measure-
ment and position/clock level whereas
the ANF delays pseudoranges. The delays
are however common to all the measure-
ments and only the clock component is
affected in the final position solution. In
this respect, delays of several tens of nan-
oseconds were observed. These delays,
which are difficult to predict and depend
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on the jamming signal tracked by the
ANF, are modulation dependent: signals
sharing similar spectral characteristics
are delayed in a similar way.

The analysis focused on a SPP solu-
tion and additional work is required to
determine if a more evident effect could
emerge in a Precise Point Positioning
(PPP) framework. The analysis also
confirmed that the domain of operati-
on of RIM has to be carefully selected
along with the parameters of the RIM
non-linearity. In this respect, parame-
ters improperly set can lead to perfor-
mance degradations. [§
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STATE OF PLAY: RESILIENCE

Resilient PNT for Critical Applications
The Need for Modular Open System
Architectures—and Much More

There has been much discussion of the need for resilient PNT
over the past few years as dependencies have grown and an
evolving threat matrix has become more active. As a nation, we
need a measured and cost-effective response commensurate
with the level of threats and the possible consequences.

LOGAN SCOTT
LOGAN SCOTT CONSULTING

o we even know what resilience
Dis? Mostly it looks like extra

cost when you don’t need it.
Then, when it is needed and you don’t
have it, it looks like failure—sort of like
the Texas power grid back in February.
Resilience has costs, and budgets are
bounded. My working definition for
resilience is that it is about building
sufficiently secure and reliable systems
out of insecure and unreliable compo-
nents operating in an indeterminate and
evolving environment.

In Richard Cook’s 3-page long mas-
terwork “How Complex Systems Fail,”
he observes: “complex systems run as
broken systems. The system continues
to function because it contains so many
redundancies and because people can
make it function, despite the presence
of many flaws.” Furthermore, he notes
that resilience can be improved by “es-
tablishing means for early detection of
changed system performance in order
to allow graceful cutbacks.” Situational
awareness is the key in discovering
where problems might be developing
and then, taking corrective action be-
fore catastrophic failure.

How do you measure resilience?
One way is to try to break it and then
decide whether the protection is ad-
equate for the domain of use. Any sys-
tem will break under sufficient stress.
Determining what is sufficient is a

hard question but it is a key question.
Resilience could end up being quanti-
fied using a series of tests like UL stan-
dards for safes. You expose the safe to
a skilled safecracker and see how long
it takes them to break in. Interestingly,
the highest security rating, TXTL-60,
only guarantees protection for 60 min-
utes. After that, you need another plan.

" The state of safety in any
system is always dynamic;
continuous systemic
change ensures that hazard
and its management are
constantly changing.”

Richard Cook, How Complex Systems Fail

Finally, how do you maintain resil-
ience? Again, from Richard Cook: “The
state of safety in any system is always
dynamic; continuous systemic change
ensures that hazard and its management
are constantly changing.” As systems
and threats evolve, new failure modes
and attack vectors develop, and so, the
challenge is to respond with commensu-
rate protections. Operator training and
controlled exposure to threats is essen-
tial. Experience builds confidence and
speeds reaction times.

The Need for Standards and Mandates

A core question we have not addressed
at a national policy level is how to incen-
tivize resilience. When seat belts were
invented, they were made available as
an option by Ford and others. It was not
a popular option. Less than 2% of buy-
ers elected to get them. Then, through a
series of federal mandates, they became
required equipment and later, we saw re-
quirements to use them. The point being
that safety standards are needed, they
have costs, and, if they are left optional,
they may not be implemented or used.

I like that DHS is addressing resil-
iency as a risk management question,
but leaving the implementation of pro-
tections entirely up to the user commu-
nity strikes me as unworkable. Our user
communities are rarely aware of the po-
tential risks and possible consequences,
much less how to address them. Even
when they are aware of the risks, indus-
try is often more driven by cost consid-
erations under nominal conditions, and
they fail to prepare.

I’ll pick on the Texas power grid in
February again, but I could also have
picked on “just in time” manufacturing
systems vulnerable to supply chain dis-
ruptions, or the pilots who let the Ever
Given onto the Suez Canal. By estab-
lishing standards and exposure-based
testing procedures, vendors and buyers
in critical infrastructure domains can
avoid the more egregious outcomes in a
cost-effective manner.

The Need for Modular Open Systems
Architectures (MOSA)

In prior discussions I noted that build-
ing a resilient architecture is not just
about having the right parts; they must
be integrated correctly (and tested).
MOSA is about effectively leveraging
the capabilities of diverse system com-
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ponents and maintaining currency as
new innovations and technologies be-
come available. MOSA is a platform, it
is an operating system, it is an enabler.
It is not a point solution.

A cell phone’s positioning process
is a great example of MOSA. Android
phones come in diverse flavors and have
a rapid innovation cycle based on a rich
and constantly evolving ecosystem of
parts. Yet, they all manage to integrate
sensors together to establish position
with good accuracy both indoors and
outdoors. That said, cellphones per-
formed abysmally when exposed to in-
advertent spoofing at the ION GNSS+
conference in 2017.

In many ways, integrity and resilience
are highly intertwined problems and so,
there are opportunities within MOSA
constructs to approach the problem of
safely integrating less than 100% trusted,
100% reliable components. Adding

Chips Message Robust Authentication
(CHIMERA) concept adds to this a
means for authenticating pseudorange
measurements that form the basis for
position and time estimates.

In connected applications, it is im-
portant to recognize that when a re-
ceiver reports its position, there are
diverse “man-in-the-middle’ attacks
that can corrupt or alter data before it
gets to its destination. When a ship’s
autopilot receives position and velocity
reports from a GNSS receiver, how does
it know that there is not a data-altering
dongle between it and the receiver?
Spoofing is an effect, not a method,
and cyberspoofing is often a much eas-
ier (and more powerful) method com-
pared with RF spoofing.

A detailed discussion is out of scope
for this article but much of the public
key infrastructure (PKI) protocols and

procedures used in Internet communi-
cations have direct applicability. Trusted
platform modules (TPM) and sub-
scriber identity modules (SIM) such as
those used in computers and cell phones
can further enhance security. Updates
analogous to antivirus protections can
maintain a receiver’s ability to recognize
threats as they evolve.

In the MOSA paradigm, if subsystems
can report problems due to spoofing,
jamming, cyberattack, hardware fail-
ure, software corruption etc. and, there
are performance and security monitors
in place to aggregate information and
watch for discrepancies, a more effective
and resilient response can be mounted.

The Need for Trustable Multi GNSS

In the quest for resilience and augmen-
tations, I am not convinced that we as
a nation have fully explored how to
safely integrate foreign navigation

trust modules using, for instance,
Bayesian inference approaches can
substantially harden systems operat-
ing with uncertainty. When you hear
that rattling sound in your car, you
may not know what it is, but you do
know to investigate. Experience with
cybersecurity shows the need for a
rapid update and response cycle—
MOSA will help.

The Need for Cybersecurity and
Authentication

Modern PNT systems are com-
puters, often running a full op-
erating system. For good or ill,
they will almost certainly connect
with a network in some manner.
Authentication is about knowing
where your data comes from, know-
ing where your software comes
from, and establishing a chain of
evidence to establish provenance.
Any software updates and/or data
ingested need to be authenticated
to establish that they come from a
trusted source. This includes not
only ephemeris but also maps,
databases, reference station data,
and any cryptographic key ma-
terial essential to operation. The

Without a modular open systems approach
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FIGURE1 Greater availability of suitable replacements

with a modular open systems approach. From May
2021 GAO Technology Assessment: Defense Navigation
Capabilities.

systems into critical applications.
Access to more signals and more
systems offers considerable resil-
ience potential. Instead, the FCC
has unilaterally restricted their use
under part 25 rules with limited
justification. Perversely, this has led
to some US companies flying their
satellites under foreign flags so as to
gain legal access to FCC-proscribed
navigation signals. These same re-
strictions limit the performance
and utility of precision position-
ing systems, receiver autonomous
integrity algorithms, positive train
control systems, snapshot RTK
processing and spoofing detection
processes.

One of the things I found fasci-
nating about the Galileo failure in
July 2019 was that the satellites all
continued to produce good rang-
ing signals. If you could provide
your own ephemeris, say from JPL,
NASA, NSWC, and/or other sourc-
es, you still got great performance.
Treating foreign navigation satellites
as “signals of opportunity” and us-
ing curated and signed US generated
ephemeris strikes me as a power-
ful and inexpensive augmentation.
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FIGURE2 A receiver is more robust when it uses all available satellites. Number of healthy

navigation satellites visible over Denver (from gnssplanningonline.com).

Much less trust is placed in the foreign
state, yet you get a lot of augmentation
benefit for minimal cost. Additionally,
you limit the impact of a global sys-
tem’s outage. If Galileo had been the
only game in town, its one-week outage
would have been catastrophic. As it was,
its absence was noted but had almost no
effect on GNSS dependent operations.

The Need For An Honest Evaluation

of Ligado’s Impact

GNSS really is different from commu-
nications. The FCC, by setting a stan-
dard where the mechanism of harm
is to place GNSS receivers in deep and
uncontrolled saturation, ignores the
possibility of normally harmless sig-
nals mixing and causing harm. None
of the testing to date has explored this
issue and so, our national policy might
be the RF equivalent of mixing alcohol
and fentanyl and hoping for the best.
Furthermore, the FCC showed almost
no cognizance of the importance of
GNSS-based remote sensing in moni-
toring climate change. The RF smog
that Ligado’s signals will create restricts
our ability to develop a clearer picture
of what is happening to the planet. The
FCC’s decision needs to be revisited us-
ing sound engineering as a basis.

The Need for Situational Awareness

Smoke alarms do not extinguish fires,
but by providing an early warning,
they allow for a more timely and ef-
fective response. Intelligent receivers

provide warnings that interference is
taking place so users can take correc-
tive actions. With unambiguous state-
ments like “I am jammed and do not
know where I am / what time it is,” less
time is spent debugging GNSS depen-
dent systems. Multi-sensor systems can
avoid ingesting hazardously misleading
information (HMI) into their PNT esti-
mation processes and so, can avoid cor-
rupting estimates. Fleet managers will
know when an employee is jamming his
work vehicle and can have a quiet con-
versation to correct this behavior.

Building a modicum of intelligence
into a receiver is not hard nor is it costly.
As a minimum, sudden changes in au-
tomatic gain control (AGC) settings are
highly indicative of interference. If the
ACG is telling you there is a lot of pow-
er coming into the receiver’s front end
and your C/N, meters are saying SNR is
high, you probably have a spoofer. Add
to this a few other simple techniques
(see chapter 24 of Position, Navigation,
and Timing Technologies in the 21st
Century), and the receiver can provide
a feature-rich description of the RF en-
vironment it is experiencing.

Earlier, I noted that most receivers
connect to networks. Aggregating re-
ports from multiple receivers, it then be-
comes possible to geolocate interference
sources and characterize their behavior
using crowdsourcing methods. With
this more global level of situational
awareness, we would now have a much
better picture of where the interference

hot spots are and a better understand-
ing of the motivations driving their use.
Again, early warning of trends provides
a basis for a commensurate and less
costly response.

Finally, providing law enforcement
with accurate jammer locations would
allow for enforcement actions, not so
much because they want to catch jam-
mers, but because of the criminal activ-
ity motivating the jamming.

Augmentations and the Role of Markets
One of the most insidious things about
GNSS is its price to the user: free. That,
combined with its worldwide coverage
and superb accuracy in both time and
positioning creates significant barriers
to entry for new offerings. In the com-
mercial arena, a new entry that provides
only the same services as GNSS, maybe a
little better, seems doomed. A successful
entrant will need to have a value-added
proposition with features that cannot be
met using GNSS.

Communications facilities, indoor
operation, proof of integrity and loca-
tion, and uninterruptable service would
all be on my short list. In large measure,
these capabilities can be provided by
combining GNSS with other sensors
and systems, especially if we use the full
constellation of 125 navigation satellites
on orbit and healthy now. That said, I do
expect new entrants.

5G NR and 802.11 both have strong
potential to meet the requirements of
my short list, especially as they move
towards higher frequencies. Yes, the
ranges there will be short, but infra-
structure densities will be high. Both
technologies have strong and active ini-
tiatives within their standards-setting
process oriented towards providing ac-
curate, high-integrity positioning. Also,
because they are extant systems, there is
less pressure to offer ubiquitous service
at inception, a daunting challenge for a
brand-new entrant.

I expect LEO satellite systems will
also have a role. Because they have high
angular rates across the sky, you can get
nearly instant-on cm-level positioning.
Operating at higher frequencies, eg. X,
Ku or even V-band, they can simultane-
ously provide strong communications

58 InsideGNSS

JULY/AUGUST 2021

www.insidegnss.com



capabilities when outdoors and so,
might play very well in the autonomous
vehicle markets. Yes, the antenna issues
are challenging, but they ride a wave of
actual deployments.

The Role of Government

So, what is the proper role for govern-
ment? Well first, stably fund, main-
tain, and operate GPS. GPS is founda-
tional critical infrastructure, not easily
supplanted.

Recognize that GPS signals are ex-
tremely weak. Like fish in a river when
the river becomes polluted, expect GPS
receivers stressed by interference to be-
come less resilient and more prone to
unexpected anomalies. Monitoring the
health of our spectrum on a continuous
basis is of paramount importance, so we
can act early and with resolve. Crowd-
sensing approaches using intelligent re-
ceivers offer an important means to do
so, but it will require coordination and
open sharing of results.

Providing secure ephemeris and
integrity data to support safe use of
multi GNSS should be funded. Most
of the parts are already in place, and
it is mostly a matter of setting up a
service offering. Of course, remov-
ing FCC roadblocks to its use is also
essential. PPP data services should
be considered as part of the package
to promote rapid adoption of “safe
ephemeris.” The same public-facing
servers could also provide key materi-
als for civil signal authentication, e.g.
fast CHIMERA keys.

Beyond that, government’s role
should be one of, dare I say it, lead-
ership. Defining what we want for
resilience and what standards of per-
formance are needed in critical appli-
cations is only part of the solution. We
also need to take action to ensure these
standards are met by introducing clear
requirements and ensuring necessary
infrastructure is available. Developing
an integrated infrastructure plan that

uses GEO, MEO, LEO and terrestrial
components to our best advantage is a
necessary step. Government needs to
influence approaches not only as a pro-
vider of public infrastructure but also
as a customer for private infrastruc-
ture. Resilience is best achieved as a
cooperative undertaking with industry,
but absent leadership, nothing is going
to happen. Until it does. G
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SENSOR-FUSION INTEGRITY

Fvaluation of Sensor-Agnostic All-Source

Residual Monitoring f
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The addition of alternative sensors such as cameras, magnetometers, and
small ranging radios increases the likelihood of a mismodeled and/or faulty
sensor, affecting the accuracy and performance of the overall navigation
solution. Unlike two-sensor systems such as GPS-inertial integration,
systems of three or more sensors present the problem of ambiguity as to
which sensor is adversely affecting the solution. This presents the need

for a robust framework that can maintain navigation integrity despite the

additional sensor modalities.

ANDREW APPLEGET, ROBERT C. LEISHMAN
AND MAJ JONATHON GIPSON

AIR FORCE INSTITUTE OF TECHNOLOGY

uch time and effort has
been invested into alterna-
tive navigation to operate

independently of GNSS using sensors
such as vision-aided navigation, naviga-
tion by very low-frequency radio, and
more recently, through map-matching
of magnetic anomalies. The primary
reason behind these efforts is the need
for navigation when GNSS signals are
unavailable due to occasional outages,
signal obscuration or in contested envi-
ronments due to jamming or spoofing.
The increased possibility of GNSS out-
ages brings the need for error character-
ization and integration of a multitude of
alternative sensors into a single platform

or Nav

igation
with a robust integrity framework. The
integrity framework must be capable of
monitoring all sensor measurements to
perform fault detection and exclusion
(FDE) of sensors experiencing adverse
mismodeled effects. Additionally, the
framework must be able to solve for
and apply corrections to the stochastic
model to account for these effects.

There has been extensive research
into integrating two sensors on the same
platform and assessing sensor measure-
ments. However, when more than two
sensors are incorporated on the same
platform, identifying the culprit sensor
becomes challenging. One method of
handling sensor faults is through solu-
tion separation, using a main filter and
several subfilters, each excluding one
sensor. However, this is not as effective
in detecting faults that do not result in a
significant difference in state estimation
between the uncorrupted and remaining
(corrupted) subfilters. Faults producing
such differences resulted in undetected
faults when compared with an FDE with
a more rigorous statistical algorithm

A new algorithm, Sensor-Agnostic
All-Source Residual Monitoring
(SAARM), uses a sum of squared resid-
ual covariance Mahalanobis distances
as a moving average x2-test. Such a
technique is part of a larger framework
known as Autonomous and Resilient
Management of All-Source Sensors
(ARMAS).

Background

The ARMAS framework draws from
several research papers and includes
such concepts as FDE, re-calibration,
and remodeling of faulty sensors and
combines them into one robust frame-
work. The ARMAS framework col-
lects input measurements from each
sensor and categorizes them into five
major modes of operation: monitoring,
validation, calibration, remodeling, and
failing. Figure 1 displays the modes of
operation. Of these five modes, only the
sensors in monitoring mode are able
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to affect the navigation solution. The
remaining modes allow the sensors to
be re-calibrated and/or remodeled so
that they can be validated and reused
in the navigation solution. Sensors that
have been placed into failure mode are
allowed to be recovered via a process
known as Resilient Sensor Recovery
(RSR), whereby the sensor may re-
attempt validation after a user-specified
time period and potentially be placed
back into monitoring mode.

The SAARM algorithm considers
sensors operating in monitoring mode,
and in the event of a fault, determines
which sensor should be excluded for
possible re-calibration and/or remod-
eling. SAARM employs multiple filters
and calculates the Mahalanobis dis-
tances for each sensor/subfilter pair.
The framework leverages past research
of modeling and stochastic error estima-
tion for one- and two- sensor systems to
derive an overarching heterogeneous
sensor-independent algorithm. This
algorithm seeks to, first, evaluate if
there is a potential inconsistency in
the navigation solution and second, to
isolate and exclude the sensor causing

such inconsistency for follow-on vali-
dation, calibration, and/or remodeling.
SAARM operates within the ARMAS
framework which allows additional
modeling and stochastic error estima-
tion techniques to be added and evalu-
ated in parallel, depending upon the
application. As such, the approach is a
scalable, modular framework that can
be added or modified as sensors are add-
ed or removed from a system, or as the
modeling of particular sensors matures.

This article focuses on sensors that
are in monitoring mode and are directly
affecting the navigation solution. The
monitoring mode contains the FDE
layer that uses the SAARM algorithm to
determine if there is a fault in the navi-
gation solution, and to determine which
sensor is the culprit causing the fault.
Once the culprit sensor is determined,
the sensor is removed from the moni-
toring mode and placed into validation
mode at which time the sensor can no
longer affect the navigation solution.
The ARMAS/SAARM framework pres-
ents the navigation solution to the user
as a single Bayesian filter that is sup-
plied by all measurements vetted by this

- offiine
M - monitor

trusted

V - validate

- calibrate
R - remodel
F - failed

h

FDE subfilter. Previouysly,
the SAARM algorithm had
been tested with only syn-
thesized data and compared

untrusted

with conventional filter-
ing techniques. This article
incorporates real-world mea-
surement data in a 3D locally
tangential Cartesian plane.
The data was collected from

FIGURE1 ARMAS Diagram detailing the five modes

of operation: Monitoring, Validation, Calibration,
Remodeling, and Failing.

a flight test conducted by the
Autonomy Navigation and
Technology (ANT) Center
of the Air Force Institute of
Technology (AFIT). SAARM
is evaluated by process-
ing individual pseudorange
measurements from multiple
GNSS signals from both GPS
and GLONASS satellites. A
linearly growing range bias is
added to a single satellite mea-
surement to test the SAARM
algorithm. The navigation
solution is compared against
truth data to determine the
overall accuracy.

SAARM Algorithm

The SAARM algorithm is based upon
a likelihood ratio test comparing the
covariance of the measured residuals
with the expected covariance based
upon their estimated stochastic dis-
tributions. The residual measurement
r is based upon the extended Kalman
Filter’s (EKF) predicted states.

The Chi-Squared test is derived by
taking the expected value of the cova-
riance of the measurement residuals,
combining that with the Gaussian mea-
surement equation, and applying the
formula for the Mahalanobis distance
and summing.

Vi) — Z ré () [P;‘;:"Jr:'.f,’:»:_‘ iy (1)

The value P[ij]rr is the expected covari-
ance of the residuals pertaining to sensor
i, subfilter j. The value M is the number of
samples within the time window chosen
by the user, k, the current time index, i
and j the appropriate sensor/subfilter pair
corresponding to the residual r[i,j], and ¢,
the current time in seconds.

A vector of summed values can be
collected by summing down the sub-
filter columns of the test matrix via (7):

I

> TG, 4)

=1

s(j) = @

To identify the culprit sensor, assuming
only one faulty sensor, the vector s will
consist of all values of 1, while one value
will be equal to 0, indicating the subfil-
ter which excludes the faulty sensor. The
faulty sensor has now been identified
and can be excluded from the monitor-
ing mode, placed into validation mode,
and routed to the proper settings in the
ARMAS framework where this sensor
can no longer corrupt the navigation
solution. SAARM is also able to detect
multiple simultaneous sensor faults by
adding additional layers consisting of J
subfilters where J consists of all of the
combinations of excluded sensors.

The SAARM algorithm will calculate
a 2D Guaranteed Position Zone (GPZ)
based upon the estimated covariance of
each subfilter’s horizontal position states
(East and North). This data will be used
to calculate and display a X2 error ellipse
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Flight Path of UAS 12 Oct 2018

FIGURE2 Truth Flight Path of UAS. The coordinate system is based upon
a local-level plane on the Earth, whose origin is the initial position of
the UAS.

with confidence level 100(1-a)% for each
subfilter. The GPZ is defined as the union
of all of the subfilter’s 2D error ellipses for
a given confidence level. For altitude, the
integrity will be based upon the union
of each subfilter’s 2¢ covariance bound.
One important assumption of SAARM is
that there is full state observability across
all subfilters. Another is the assumption
that at least one of the filters is informed
entirely by properly modeled, uncorrupt-
ed sensors, and at least one filter contains
consistent estimation error statistics.

State Dynamics

A bank of EKFs are required for the
SAARM integrity filter, where one
subfilter is required for each of the
combinations of ways to exclude one
or more sensors, depending upon how
many integrity layers the user chooses to
implement. Each of these subfilters are
modeled the same, with the only differ-
ence being which sensors are excluded
from measurement updates. The states
to be estimated correspond to the posi-
tion, velocity and acceleration of the
vehicle and the clock errors for the GPS
and GLONASS constellations.

The state dynamics assume standard
EKF dynamics formulas, with 11 states:
3 each for position, velocity, and accel-
eration with clock offset states for the
GPS and GLONASS constellations. The

y-Position

Alt {m)

a0

acceleration and clock states are mod-
eled as FOGM dynamics models. The
GPS and GLONASS measurements are
modeled as a typical pseudorange with
Gaussian measurement error distribu-
tions. The states are modeled with:

&= [Fuus Ny Uy Fuct ot Ui Fuce Noce U B3)

where b, g5 and b, g, are the FOGM
clock states. It is assumed that the loca-
tion of each SV is known to an accu-
racy of 1-2m given each constellation’s
broadcast ephemeris message.

Here we process real measure-
ment data from 6 GPS satellites and 4
GLONASS satellites. For the purposes
of SAARM, we treat each satellite as an
independent sensor.

The position is calculated in the local
tangential frame where the origin is set
to the initial truth position of the plat-
form. The position of the satellites is
calculated using the broadcast ephem-
eris message, using Keplerian orbital
parameters for GPS satellites, and using
an ODE solver for GLONASS satellites.
The GLONASS satellite locations were
transformed to account for a transla-
tion and rotation correction due to
GLONASS’s use of a different ellipsoid.

UAS Data Collection
A dataset was collected during an
unmanned aerial system (UAS) flight

) LO 18
No GLO 19

FIGURE3 SAARM algorithm with no corrupted sensors (just before fault
is applied). Each dot represents the position solution of each subfilter
in the locally tangential plane (where x = Latitude and y = Longitude),

whose origin is the initial position of the UAS. The altitude is the
altitude above the initial position. Each filter is named after the sensor
that is excluded, by constellation and PRN number.

test conducted by the ANT Center at
Camp Atterbury, IN. Measurement
data from approximately 27 minutes
of one flight scenario is used here. The
aircraft flew at predominately two dif-
ferent altitudes: 250 and 100 meters
above the local surface. The truth data-
set was derived using the ANT Center’s
Scorpion framework to process mea-
surements from several sensors, includ-
ing inertial measurements, to arrive
at a standard EKF solution at a given
timestamp. This solution was used as
the truth trajectory. The timestamp was
pulled from the UNIX system time on
the computer running the Scorpion
software. The plot in Figure 2 depicts the
flight trajectory of the truth dataset. The
origin of the coordinate system was set
to the initial position of the UAS at the
beginning of the data collection.

GNSS range data was collected from
a GNSS receiver every 0.2 seconds in
GPS time (dt = 0.2). To synchronize
the truth data with the range data that
was collected, the truth position data
was converted to the Cartesian (Earth-
Centered Earth-Fixed, ECEF) coordi-
nate system and linearly interpolated
in each dimension to match the times
at which the GNSS measurements were
received. To account for leap seconds, 18
seconds were added to the UNIX time to
match up with the time of reception of
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the pseudorange measurements, which
were reported in GPS time. To take
advantage of a GNSS sensor’s ability to
make ionosphere range corrections, the
ionosphere bias was removed from the
measurement prior to being processed
by the SAARM subfilters. The bias was
removed via the L1 Klobuchar param-
eters broadcast with the GPS ephemeris
message. These parameters were applied
to the GLONASS pseudoranges as well.

Parameters and Initializations

Table 1 defines the parameters for the
system dynamics and measurement
covariance. These values were replicated
in every subfilter as they were initial-
ized. Every subfilter was initialized with
the same initial prediction error covari-
ance (P,) data.

The initial state estimation was set to
zero, where the origin of the position
coordinate system is the initial truth
position, although unknown to the
filter. The filter processed pseudorange

Parameter Value

Roes (17 gL [m2]
Rsio @p-,L, m2]
T, 100,,1,

o, 100 m/s?
1,,GPS, 1,,GLO 3600s
0,GPS,0,GLO | 8000 m

TABLE1 System Dynamics and

Measurement Statistics.

measurements with the ionosphere
removed, and with the satellite posi-
tions precalculated and converted to the
local-level frame. The ARMAS integrity
filter requires the selection of two key
parameters by the user: the monitoring
period, M in seconds; and probability of
false alarm. For this dataset,

was set to 30 s; the a for each indi-
vidual filter was set to 6.67x10"°.

Flight Test Results

The SAARM algorithm was post-pro-
cessed from data collected from a GNSS
receiver’s raw pseudorange measure-
ments during the ANT Center’s flight
test. It is assumed that no previous bias,
with the exception of minor multipath,
was incorporated into the receiver’s
measurements. A growing range bias of
1 m every second (i.e. 0.2 m every 0.2
seconds) was added to one SV’s mea-
surement to test the SAARM algorithm
to detect and exclude this measurement.
The 2D and Altitude GPZ, as well as the
detection and exclusion of one culprit
SV measurement, are illustrated in
Figures 3 through 5. The names of the
subfilters are based upon the particular
constellation and PRN of the excluded
measurement. The values of x and y are
based upon the distance from the initial
truth position of the UAS, x for Latitude,
y for Longitude. The horizontal dilution
of precision (HDOP) values are also
depicted, along with the faulty sensor,

the distance of the bias added to the
faulty sensor, as well as the 2D,3D, and
altitude errors from the truth.

Figure 3 depicts SAARM just before
the fault is applied, depicted by the small
red triangle in the truth path. Figure 4
depicts the detection of a faulty sen-
sor, but SAARM has not yet identified
the culprit. Figure 5 depicts SAARM
after the culprit has been identified and
excluded. The observed images demon-
strate that the SAARM algorithm is able
to work with real-world measurements.

The faulty sensor as well as the biases
that are applied, the time elapsed since
the beginning of the data set, and 2D
and 3D errors from the truth are depict-
ed in the middle-right window. HDOP
values for each subfilter are depicted in
the lower right, providing useful data to
assist with one particular phenomenon
observed throughout the running of the
ARMAS filter.

Analysis

HDOP data provides insight into the
observability of the system, although it is
not exactly observability. The correlation
between geometry and observability is
especially strong in this experiment, as
the only measurements in the filter are
GNSS measurements. When there is
weak or only partial observability, the
subfilter solutions can vary dramatically
and can seem to “swing” wildly from one
solution to another. Loss of observability
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also removes the power of this integrity
approach to detect and remove sensor
problems. An example scenario of when
this might happen is when there is low
availability of GNSS satellites and, due to
the relative geometry, two or more satel-
lites can appear close together, effectively
reducing the number of satellites. Effects
of this phenomenon can be observed
when running the SAARM algorithm
with only GPS satellite measurements.

To illustrate, the SAARM algorithm
compares two different scenarios near
the same time: one incorporating only
6 GPS SV measurements, and the other
that includes 4 GLONASS SV measure-
ments for a total of 10 SV measure-
ments. Figure 6 shows the first scenario
with bad geometry while Figure 7 shows
the latter scenario with better geometry.

The measurements from satellites
below 20 degrees elevation were not used
due to greater multipath and increased
measurement dropouts. The 20-degree
cutoff line is indicated in Figure 6. As
illustrated in Figure 6, the subfilter
excluding GPS PRN 29 suffers from bad
geometry, as the HDOP is greater than
10. The bad geometry causes intermit-
tent integrity warnings due to false alarm
errors, although the algorithm did not
outright exclude any sensors.

Careful observation of the skyplot
in Figure 8 details why this occurs:
Excluding PRN 29 removes the middle

satellite from the overall geometry. The
remaining satellites are not well spread
out from the perspective of the GNSS
receiver on the UAS. Therefore, for the
geometry depicted in this dataset, when
only incorporating the six GPS satel-
lites above 20 degrees elevation, SV 29 is
the most critical to maintaining a good
geometry. This SV’s critical importance
is underscored by the low availability
of GNSS-only measurements above 20
degrees elevation. The remaining sub-
filters that excluded other satellites did
not suffer from this issue. In general,
this is a violation of SAARM'’s position
state observability assumption for all
subfilters.

Observability

The ARMAS framework with SAARM
was originally conceived and simulated
with basic 2D sensors and assumed fully
overlapping position observability in
every subfilter within the FDE subfilter
layer. Pseudoranges are extracted from
six SVs for processing in ARMAS as
individual pseudorange sensors. During
the analysis of the 27-minute flight test
dataset, it is clear that the latter half of
the flight test dataset contains numerous
sensor dropouts. Initial analysis reveals
that a sensor dropout causes spuri-
ous behavior in ARMAS. SAARM is
unable to provide a subfilter consensus
to identify a failed sensor when the FDE

subfilter layer loses overlapping posi-
tion state observability. In other words,
SAARM can detect a sensor fault but
cannot exclude the faulty sensor if even
a single FDE layer subfilter loses posi-
tion state observability due to dropout,
poor geometry, etc.

Since the initial simulation of
ARMAS was performed with fully
overlapping position state observabil-
ity in the FDE layer, this problem was
not identified in development. Figure
9 shows a local covariance analysis of
the observability layer subfilters. For
the observability analysis, a second
integrity layer of subfilters is added,
similar to a case when one would
expect two faulty sensors. There are
now 2 integrity layers consisting of 15
subfilters in the observability layer for
6 pseudorange sensors. Each subfilter
in the observability layer is informed
by 4 unique pseudorange sensors, the
minimal case for a stable 3D solution.

In other words, a single pseudorange
sensor dropout results in the loss of
position state observability and is evi-
denced by an increase in the trace(Pxyz).
At approximately t = 1175 sec, SV 5
experiences a transient dropout which
affects all but 5 of the observability
layer sub-subfilters (No GPS 5 GPS 13,
No GPS 5 GPS 15, No GPS 5 GPS 20,
No GPS 5 GPS 29). As a side note, these
observability layer sub-subfilters would
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form the new FDE layer if GPS 5 were
excluded from the monitoring mode.
This analysis forms the genesis of local
observability research at the subfilter
level to preserve the consistency of the
FDE layer and the integrity functions of
ARMAS in the event of a single simul-
taneous sensor failure.

Conclusions and Future Work

Processing data from a flight test, the
SAARM algorithm processed pseudor-
ange measurements with one measure-
ment corrupted with a growing range
bias of 1 meter per second. The algo-
rithm successfully detected and exclud-
ed this corrupted satellite measurement
with no false exclusions before or after
this time. Observing the geometry of
certain subfilters gives further insight
into the factors leading to possible false

alarm errors in the event of low avail-
ability due to jamming, spoofing, or
operating in urban or other obscured
environments. Incorporating addi-
tional GNSS signals through adding
the GLONASS constellation alleviated
the issue of bad geometry. Insight into
observability can be acquired through
adding another integrity layer.

The ARMAS framework and SAARM
algorithm can perform fault detection
and exclusion with real-world data fused
from multiple GNSS constellations and
support further research and applica-
tions. Future work will incorporate
sensors such as ranging radios, inertial
measurement units, lidar and velocity
sensors into ARMAS. These sensors will
update at different rates and will thus
test ARMAS with real-world asynchro-
nous measurements. Research will also
explore estimating the atti-

Skyplot for GPS SVs 12 Oct 2018
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tude and utilization of error
states within SAARM. The
ARMAS framework will
also incorporate all five
modes of operation to test

the re-calibration or resil-
Gz' ient sensor recovery of failed
sensors. One such method
to test ARMAS is a bias that
would be present and then
disappear so that the sensor
would return to monitoring
mode. Follow-on applica-
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FIGURE8 Skyplot of GPS satellites. GPS SV 29 is centered and
is critical to geometric diversity toward the end of the data

run (NOTE: Satellites below 20 deg. were not used, as noted
by the black cutoff line)

300 350

tions would then be to apply
the ARMAS framework
in real-time to detect bad
measurements to improve
navigation integrity. g
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